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Notice

Information furnished by BISCOM, Inc. is believed to be accurate and reliable. However, no
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Introduction

Using Biscom SFT to securely send files, messages, and documents is as easy as
sending an e-mail, and provides you with greater control over how, when, and who
receives your important data and documents.

Biscom SFT

features include:

Delivery of any type and size of file or message

Delivery to anyone with a valid e-mail address

Control of access privileges to files

Detailed reporting, including reports on deliveries, packages, users, and server
Ability to schedule and expire deliveries

Password-protected deliveries

E-mail notification when a recipient views a delivery

Support for LDAP and Active Directory for easier user management

Desktop client that supports drag and drop, automatic restart on network or
power failure

Easy customization -- including logos, colors, and fonts -- through style sheets
Microsoft Outlook integration

Java and Web services APIs for tight integration with existing applications and
databases

This User’s Guide is written for users of the Biscom SFT application and will cover the
following topics:

Biscom SFT Concepts and Overview
General Navigation and Search
Registering and Signing In
Packages

Deliveries

Managing Contacts

Viewing Reports

Using the Microsoft Outlook add-in
Frequently Asked Questions



Section 1: Biscom SFT Concepts and Overview

Secure File Transfer

Biscom SFT is designed to securely send e-mail, files, and/or “packages” of files. Secure file
transfer (Figure 1) involves three simple steps:

1. Create a package of files and deliver it to any e-mail address.
2. Recipients are notified of their secure delivery in an e-mail message.
3. Recipients sign in to SFT, retrieve the package, and download the files.
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Figure 1: Secure file transfer

Packages

== A package is a collection of files and documents along with additional information
u\ J_] about the files and ownership, which we define in this document as metadata. A
package is the entity that is delivered to recipients. The contents and metadata of a
package may be updated at any time — the package name, tags, and description may be
changed, and files may be added or removed.

Deliveries

Packages are made available to recipients through deliveries. Deliveries are the
vehicles through which recipients access packages and through which access
control is maintained. A delivery consists of the following elements:

e List of one or more recipients
e Secure message

¢ Notification e-mail

e Delivery parameters

Delivery parameters may include dates the recipient can access the package, password
protection, and other delivery restrictions. Only a valid e-mail address and a subject are
required to send a delivery. If a package is updated, a user accessing the package through
the delivery will always access the latest package files and metadata, even if the user
received the delivery for a previous version of the package.



Users and Roles

A

Biscom SFT users can hold multiple roles: Recipient, Sender, Report,

(D Compliance and Administrator. Each role is associated with different privileges
and access to Biscom SFT functionality as described in the table below.

Recipient

Recipients can receive and view packages that senders deliver.
Recipients may sign in to Biscom SFT and view all the deliveries
they have been sent or may use the URL sent to them through
an e-mail delivery notification to go directly to the specific
delivery.

Note: Some deliveries may not require a recipient to have a
registered user name. While all other roles require the user
to be registered, some recipients may not be required to
sign in to the application. These users can only access the
specific deliveries they have received and can view only the
deliveries through the link provided in the notification e-mail,

Sender

Biscom SFT users with a Sender role have the ability to create
packages and deliver them. Senders own the packages they
create and can also be included as an owner of packages that
other Senders create. Senders who own packages can modify
packages and create deliveries for those packages. A package
may have Senders who do not have the ability to edit the
package metadata or files but who do have permission to deliver
it.

Senders can view reports on packages and deliveries they have
created or that the Sender owns or can send.
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Limited
Sender

Users who are not assigned the Sender role may be granted
limited send privileges, enabling them to create deliveries and
send files. Restrictions may apply to delivering files, and are
controlled by the administrator of the application. For example,
limited senders may be restricted to send to specific recipients
only, may have limits on file size and number of files that can be
uploaded. The limited sender role can only be assigned to
external users i.e. users outside of your organization.

Other restrictions:
o 100MB file size upload limit

o Standard file upload, no access to Java applet for drag
and drop, no support for checkpoint restart

Three files maximum can be uploaded per delivery

L]

No notification to the limited sender when a delivery is
viewed by recipients

o Recipients cannot securely reply to a limited sender

o No access to detailed delivery reports

Owner

Owners are other users in the system who have access to the
package and who can add files and modify the package
metadata. Users must have the Sender role assigned to them in
order to be an owner of a package.

Report

Report viewers have the ability to view special reports and
analyses. This role might be assigned to a manager for example.

Compliance

Compliance users have access to specialized reports and can
also view other users’ packages and deliveries. This powerful
role is designed to assist compliance officers and auditors with
verifying and tracking usage of the system at the most detailed
level, which includes access to the actual packages and
deliveries within the system.
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Reports

Administrator | There are three types of administrators: User administrators,
System administrators, and Super users.

e  User administrators can create, edit, and delete non-
administrative users.

e  System administrators can perform all User
administrator functions, as well as access system
reports, configure the system, and assign the User
manager role.

e Super users can perform all System administrator
functions, as well as assign the compliance role, and
System administrator and Super user roles. Super
users also have the ability to define encryption settings.

A user may have multiple roles simultaneously, which provides the user access to
different features of Biscom SFT. Administrators assign roles during user creation or user
import. When users register on their own, the system automatically assigns the default
roles defined by the Administrator, which is most often the Recipient role. Only
administrators can assign additional roles to the newly registered users.

To sign in and use the Biscom SFT application, users must authenticate themselves by
entering a user name and password. Users must be registered with the Biscom SFT
application, either through a self-registration process or created by an Administrator.
Once signed in, users have different privileges and will see different icons and features
according to their roles. Depending on a user's privileges, a user may administer the
system, create and deliver packages, retrieve packages delivered to him or her, and/or
view reports.

_ Reports enable users to view activity and other information such as package
| creation and update, delivery creation, notification, and receipt, and user activity.
The reports available to a user depend on the roles the user has been assigned.

Senders can view reports on deliveries and packages that they own or can send.
Administrators can view user activity. Administrators cannot view delivery or package
activity unless they have been assigned the Sender role and are also one of the package
owners or senders. Compliance users have access to a new section for all compliance-
related reports.

12



Section 2: General Navigation and Search

General Navigation

The application uses icons (with corresponding text hyperlinks) to represent functionality
and help convey information to the user visually. Rollover text boxes accompany most
icons.

Application navigation is handled through buttons and hyperlinks. Generally, clicking on
successive links, icons, or buttons takes users to more detailed pages, and are deeper in
the hierarchical layout of the application.

To help you manage your location within the application, a hyperlinked breadcrumb trail
(Figure 2) presents the path a you have taken to reach a particular page. You can click
on links in the breadcrumb trail to return to any page along the path

Biscom Delivery Server

Home > Manage Packages > Package: Financial information

Personal Settings | Sign out bho@biscom.com

Figure 2: Breadcrumb trail navigation

Pages featuring lists, such as deliveries, packages, users, and reports often have columns
that support sorting. Columns that can be used in sorting lists will have visual cues to
indicate which columns can be sorted, the current column being sorted, and the sort
order (ascending or descending). If a list can be sorted by a column, click the column
name to sort by that column. If the list is being sorted by that column already, the sort
order will be reversed, otherwise, the listing will be sorted in the default sort order of the
column.

Lists may span multiple pages to make long lists more manageable. Lists with multiple
pages will have a navigation bar that allows users to move forward or backward one
page at a time, to jump to the first page or last page in a list, or to go to a specific item
number in a list (Figure 3).

Items |1 to250f 78 4 4 > ¥l
First page
Previous page
Item number Next page
Last page

Figure 3: List navigation

To jump to a specific item number, type the item number in the Item field and press the
Enter key. To move forward or backward by a single page or to the first or last page of
the list, click the single or double arrow.

13



Search Feature

Filters

Several pages contain a search box that can be used to narrow down a list: received
deliveries, contacts lists, package lists, reports, and several other pages support search.
Search results are limited to the particular list you are currently viewing.

Note: Not all fields are searchable. To view the fields that are searchable,
position your mouse over the search box, and a tooltip lists the searchable
fields.

The search terms you enter in the search box will return results that contain any of your
search terms. The search function is not case sensitive, so searching for john smith will
return any results that contain the word joAn and the word smith, including words that
Jjohnis a part of such as Johnson. To broaden your search, us the work “or” between
search terms. Wildcards are not necessary for performing searches.

The search
Home
Contacts brien
H Name . Email address Company
[ Coopet, Brian brian.cooper@designers-for-all.com Diesigniers For Al
[ Kilduff, Brian bkiduff@biscam, com Biscom
Ttems |1 to2of 2

Figure 4: Search results

Many reports and listing pages may contain a large number of rows. In addition to the
search feature, filters enable you to narrow down the total number of rows by
eliminating rows that do not contain specific desired elements. For example,
administrators see all users in the system when viewing the user management listing
page. When the system contains a large number of users, adding filters for roles and
statuses can help keep the number of results to a more manageable level.
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Manage Users Role Any

[ Add - 1

~ Status Any (except Delsted) -

Roles

B Email & Name Rcp Ltd Snd Rpt Cmp UsrAdm SysAdm SupUsr Last sign in
[E] admg@bisa v v
[F] admin@co.com Admin +~ 03f12/2008 05:53 PM
[E] aemery@biscom.com v v
[F] bagudelo @biscom.com Bill Agudelo L 06/26/2008 10:57 AM
[C] bho@biscom.com Bill L L “ 03/24/2008 04:50 PM

v v

[7] bob-kelso@no-mercy-hospital.com

Status
Expired

Active
Expired
Expired
Active
Active

Figure 5: Filters

15




Section 3: Registering and Signing in
Registering as a New User

New Users

An Administrator may create users or users may complete a registration form
themselves. Administrators can create a user and assign any role to the user. Self-
registered users are automatically assigned one or more roles that are defined as the
default roles by an Administrator; most Administrators will only assign the Recipient role
by default. When an e-mail address that is not currently part of the system is added as a
recipient, the user is considered pre-registered. An Administrator can update pre-
registered users’ roles; when a pre-registered user completes his or her registration, the
user will have functionality for all roles assigned by default or by an Administrator. If you
require additional roles, please contact your Biscom SFT Administrator.

Registering as a New Recipient
To register as a new Biscom SFT user (Recipient role only), follow these steps:

1. From the sign-in page(Figure 6), click the link under Register.

Flease enter your username and password to sign in

User sign in
username || Register
If yvou don't Have a Lsernarme,
Password registel
Domain
D Rermember my username Learn More
Tell me more about Biscom
Deliviery Serwer,

Forgot wour password?

Figure 6: User Sign-In page

Note: If your organization uses LDAP or Active Directory for your
username and password, you should not have to register but should go
straight to the sign in page and use your standard network
username/password. Also, the registration page may not be viewable if you
are only using LDAP/AD.

2. On the User Registration page (Figure 7), enter an e-mail address and password. If
image verification is required, you must correctly enter the graphic letters to
register. Terms of service, if enabled, is also a required field.

16



User Registration
Please enter your information for registration, your email address will be your sign in username

For LDAP or Active Directory users, click here to sign in using your network credentials.

Email address* bob-barker@priceisright.com
Confirm email bob-barker@priceisright.com
address* @ ant-
Name First name Middle name Last name
Bob Barker
Display as
Bob Barker
Password* ssssssssnes
Confirm password* .
Password strenath | strong
Password reset Question
question In what city were you bom? -
Answer Hint
Burbank
Image verification*
[also palady |
Terms of service PLEASE READ ALL OF THE FOLLOWING TERMS AND

m| »

CONDITIONS OF SERVICE FOR THIS WEB SITE ("BDS")
BEFCRE USING THIS SITE. By continuing to access,
link to, or use this site, or any service on
this site, you signify YOUR ACCEPTANCE OF THE
TOS. Biscom reserves the right to amend, remove, -

ccept the terms of service

* Required fields

Figure 7: User registration

Note: Each e-mail address is a unique user — if you have more than
one e-mail address, use the e-mail address for which you would like to
receive deliveries.

Enter your password again to confirm it. Note that some systems may have specific
password requirements for length and types of characters required.

You may be required to enter a password reset question. Depending on the server
configuration, you may be allowed to select from a list of questions or you may be
allowed to enter your own question. If this is required, you must select a question
and enter an answer to the question. A hint is optional, but it may help you
remember the answer to the question.

If image verification is required, type in the characters displayed in the image.
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6. If terms of service is defined, check the checkbox if you agree to the terms and
service. If this checkbox is not checked, the registration button will not be enabled.

7. Click the Register button to submit your information.

Activating your Account

The SFT server you register with may require an activation step to complete registration.

If the SFT server does require registration, SFT will send a message to your e-mail
address with an activation link (Figure 9).

Dear Bob Barker.

Thank you for registering for an account. To actiwvate your account.
click on the link below.
http: rdownload. bizcon. comsbds-idctivate. dotuid=420&4code=56375156

If yvou are having problems with the link above, wou can manually
enter your usernanse snd activation code here:
http:/~download. biscom. com-bds-Activate. do

Your username is: bob-barker-2008@yahoo. com

Your activation code is: 56375156

FPles== note: This email was sent from an address that cannot accept
incoming email=s. Flea=e do not reply to thi= message

Figure 8: Activation e-mail

1. Click the activation link to complete the registration process. If you have problems
with the activation link, you can submit your activation information by going to the
manual activation page and entering your username and activation code.

2. Once activated, you will receive an e-mail confirming your activation (Figure 9). An
embedded link to the sign-in page is included.

Dear Bob Barker.

Your account has been activated.
Your usernane is: bob-barker-2008@yahoo. com

To =ign in. click on the link below:
http:rdovnload.biscom. com bds-Login.do

Flea=ze note: Thiz email was sent from an address that cannot accept
incoming emails. Please do not reply to this nessage.

Figure 9: Activation confirmation

Signing In and Signing Out
Signing In

To sign in to the Biscom SFT application, follow these steps:

18
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1. If you clicked a link in an e-mail message that notified you that you had a
delivery, you are directed to the Sign In page. You may also, enter the URL,
given to you by your system administrator, in a Web browser.

a. For standard users (non-AD/LDAP users), sign in using your e-mail address and
password.

Flease enter your Lsername and password o sign in

User sign in
Username | Register
If you don't have a username,
Passwaord register here.
Domain

Learn More
Tell me more about Biscom

Drelivery Server.

Forgot your password?

[ remember iy USErname

Figure 10: User sign in page

b. For LDAP and Active Directory enabled applications, a domain field will be
displayed. Administrators may assign a default domain for users, so you may
not need to enter a domain in this field. If no domain field is visible and you
have a specific domain you would like to use, preface the username with the
domain name as follows:

<domain name>\<username>

4. Optionally select the "Remember my username” checkbox to save your user
name for the next time you sign in.

5. If you've forgotten your password, click the Forgot your password? link.
Resetting your password will only be available to users who entered a password
reset question and answer when they registered (see Registering as a New
Recipient, page 16). If you have not entered this information, you must contact
an Administrator to reset your password.

Note: If you enter an invalid password N number of times (N being
pre-determined by your system administrator), you are "locked out” of
SFT for a set number of minutes, also predetermined by the
administrator. If you attempt to sign in during the lock-out period, you
will see a message indicating how many more minutes remain until
your account automatically unlocks and is reset.

After the set amount of time, you have another N number of
opportunities to enter the correct password before being locked out
again. If your account auto-unlock is reset a certain number of times,
you may be permanently locked out. A message will display, directing
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you to contact your system administrator who can reset your password
and unlock your account.

6. You are directed to the Home page (Figure 11).

Personal settings | Sign out mmcphee@biscom.com
Securely Deliver and Access Files

== View Your Deliveries: Received and Sent
/ Unread deliveries: 0. Total received deliveries: 2.

"~/ Create an Express Delivery

Create a package and deliver it in one step

T, Manage Packages
@ R

Create, manage, and deliver packages

Secure Workspaces
View and manage secure workspaces

[af -}
i
@ Contacts

Manage your private contacts

&. View Reports
! Select pre-defined reports

® Help

Figure 11: Home page

The icons you see on the Home page are determined by the roles you are assigned.
The figure above shows the Home page for a user with both the Recipient and
Sender roles.

Signing Out

To sign out and end your Biscom SFT session, click the Sign out: <username> link at
the top right of the page.

Biscom SFT will also sign out users automatically after a certain period of inactivity.
Please ask an Administrator if you have questions about the session timeout duration.
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Changing your Personal Settings
You can change your personal settings to update your personal information, your password
and/or your preferences

To change your personal settings, click the Personal Settings link at the top right of any
page. You are directed to the Personal Settings Page (Figure 12):

Home

Personal Settings
Update profile, change password and set preferences

£ EditProfile
"'L-\ Update your profile

#» Change Password
9 Change your password

~— SetPreferences
Change your preferences

Figure 12: Personal Settings page

From here, you can choose to edit your profile, change your password, or set your
preferences.

Editing Your Profile

To update your personal information, follow these steps:

1. Click the Edit Profile link on the Personal Settings page. The Update Profile page
appears (Figure 13).
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Home

Update Profile

Username mmecphes@hiscom.com

Name First name Middle narne Last narne
Agnes Goop
Display as

Phone numbers [+] Home work
617-555-6454 617-555-6759

Business [+] Company

Password reset Question

question In what city were you bom? ~
Answer Hint
Landon The Big Smoke|

Quota usage 40.4 M8 of 100 Mg F

Password Change password

Last changed Password has never been changed

Expires on 09,30/2010 12:00 PM

Update

Figure 13: Update Profile page

2. Enter your changes and click the Update button. When finished, click the Back
button to return to the main menu.

Note: If you modify your personal information, and click the Change
Password link, your changes will be lost. Click the Update button first to
save any changes before changing your password.

3. You may also change your password from this page. Click the Change password
link, and follow the instructions in the next section.

Note: If the system has predefined password reset questions, you must
choose one of the questions to answer. If the system has not defined any
password questions, you may enter your own question to answer. In order
to use the password reset feature, you must select a question and supply
an answer.

Changing your Password

1. Click the Edit Profile link on the Personal Settings page (Figure 12).
2. Enter your current password in the Old password text box (Figure 14).
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5.

Home = Update Profile

Change My Password

To change your password, enter your existing password and a new password
Old password* |

Mew password*

Confirm password*

Password strength

* Required fields

Figure 14: Change My Password page

Enter a new password in the New Password textbox.
Re-enter the new password in the Confirm Password box.
Click the Update button to save your new password.

Setting Your Preferences

1.

Click the Set Preferences link on the Personal Settings page (Figure 12). The User

Preferences Configuration page appears (Figure 15).

Horme

User Preferences Configuration
Wiew and update user preferences settings

Sorting for lists

List Sort By Sort Order
Delivery list SertRec v | |Descending v
Package list Packege ¥ | | Ascending v
Contact list Mame v | | Ascending v
Listing items per page 20
Default walue for overwrite files checkbox O checked ® Unchecked

Delivery options

allow applet for upload ® ves O No

Advanced options O show options & Hide options
Expiras (in days) 12

Send email notification to recipients ® ves O No

Notify me when recipients delete this delivery O yes @& No
MNotify when recipients access this delivery @ vas O No
MNotify when recipients download files O yes @ No
MNotify on

Email addresses to notify agnes_goochi@yahon com

[ Update ][ Restore defaults ] [ Cancel ]

Commented [MM2]: As a
these “Delivery Options” unc
Configuration. Are those onl

@ First access only O Every access

Figure 15: User Preferences Configuration page
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Change and update any of the following preferences:

Preferences for Lists

Sorting for lists

You can sort the Delivery list (see Figure 44 on p.
62), the Package list (see Figure 23 on p. 34), and
the Contact list (see Figure 63 on p. 85) in
descending or ascending order by various
attributes. Use the drop-down list boxes to select
your preferred sorting criteria.

Listing items per page

Enter the number of items you'd like to see listed
per page.

Package Options

Default value for overwrite
files checkbox

When you add files to an existing package, you
can specify whether to overwrite existing files (see
Figure 28 on p. 40). Select whether you want this
checkbox checked or unchecked by default.

Delivery Options - Select the d

Creating a New Delivery on p. 44)

efault values for your Delivering Package page (see

Allow applet for upload

By default, SFT uses a Java applet to upload files
(see Files on p. 29). If you prefer to use standard
Web file upload, click the No radio button.

Advanced options

When you create an Express Delivery (see p. 53)
you can either hide or show the advanced delivery
options (see Figure 39 and Figure 40 on p. 54).
Select the default view you want to use for
creating your Express Deliveries.

Expires (in days)

Enter the number of days in which you want the
delivery to expire. If you want the delivery to be
effective indefinitely, enter 0.

Note: Be aware that even if you set your
deliveries to be available indefinitely, the
packages may still be deleted in certain number
of days which is predetermined by your SFT
administrator.

Send e-mail notification to
recipients

Select whether you want your deliveries to be set
to send an e-mail notification to recipients.

Notify me when recipients
delete this delivery

Select whether you want your deliveries to be set
so that you're notified when recipients delete this
delivery.
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Notify when recipients Select whether you want your deliveries to be set

access this delivery so that you are notified when recipients view the
delivery.

Notify when recipients Select whether you want your deliveries to be set

download files so that you are notified when recipients download
files.

Notify on Select whether you want your deliveries to be set

so that you are notified upon either first access or
every access.

E-mail addresses to notify Enter the address(es) to which you would like to
receive notification of delivery access.

Note: By making the above selections you are selecting your default
delivery options. When you create a delivery, these options will be set
to the defaults you set here. These options can all be changed for
individual deliveries on the Delivering Package page (see Figure 33 on
p. 45).
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Section 4: Packages

A package is a collection of files and documents along with additional information about the
files and ownership, which we define in this document as metadata. A package is the entity
that is delivered to recipients. The contents and metadata of a package may be updated at
any time — the package name, tags, and description may be changed, and files may be added
or removed.

Creating a New Package

Users who have the Sender role can create and deliver packages. To create a new
package to send to recipients, follow these steps:

1. From the Home page, click the package icon L‘ .J or the Manage Packages link.
A list of your existing packages will appear (Figure 16).

Horne

Manage Packages

Create, manage, and deliver packages [ Hide packages created by others

Items |1 to & of 8
Last delivered Last modified
5.2 MB 07/23(2010 1236 PM 07/23(2010 12136 PM

8.7 MB 07j21/2010 11:56 AM  07/21/2010 11:58 AM
171 MB 07/21/2010 01:1SPM 07(21/2010 01:15 PM
G.O9ME 07j20/2010 11:50 AM  07/20(2010 11:50 AM
118.6 KB 07/21/2010 12:22PM  07(21/2010 12:22 PM
254.4 KB 07/21)2010 12:25PM  07(21/2010 12:25 PM
34.7 KB 06{15/2010 11:21 AWM 07[19/2010 12:29 PM
469, 3KE 07/21/2010 11:57 AM  07/21/2010 11:57 AM

M Package name
[] BDS User Doc

Tags Description

[] Confidential Financisl Cocuments
[ Confidential Medical Records

[[] Estate documents

[] Marketing Photos

[ Mare Marketing Photas

RE: BDS For iManage press release

PYLHDPDLDLL D
PONUDEEE

[] Test message

Items |1 to 8 of 8

Figure 16: Package list on Manage Packages page
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Click the Create Package link above the list. The Create Package page appears
(Figure 17).

Home = Manage Packages

Create Package
Enter package information and upload wour files

[ Upload without applet ]

Package name#* |

Files

Add file

File name

Tags

Description

Additional owners ‘ ‘

Senders | |

[ allow collaboration

date
* Required Fields

Figure 17: Create package

Enter the following information in the appropriate boxes:

Package Name Enter a descriptive name for the package of files.
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Files

For each file you want to include in the
package, drag and drop files or entire folders
from your desktop onto the Files box(A in
Figure 17 above), or click the Add file button
to use a dialog box to select files.

Note: When you upload entire folders,
SFT automatically compresses those files
which can be compressed and creates a
ZIP file. The recipient will download the
ZIP file before extracting the documents.

This upload process uses a Java applet. To use
standard Web file upload, click the link Upload
without applet (B in Figure 17 above).

Tags

Enter keywords such as a version number,
date, or any other notes or categorization text.

Description

Enter an optional description of the package.

Additional owners

Owners are other users in the system who have
access to the package and who can add files and
modify the package metadata. Users must have
the Sender role assigned to them in order to be
an owner of a package. There are three ways
you can assign additional owners:

o Enter the e-mail addresses of any
additional owners of the package.
Separate e-mail addresses with a comma
or semicolon.

Click the Additional Owners label to see a
list of your contacts. Click the Owners
checkbox next to the contacts you want
to designate as additional owners. Note
that the package creator is automatically
added as an owner and does not have to
be added to this list.

You can assign a group (see Groups on p.
89) as an owner as well. Only group
members who have the Sender role will
be owners.
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Senders

Senders are users who can deliver the
package, but who cannot modify the metadata
or add or remove files. There are three ways
you can create senders:

e Enter the e-mail addresses of any users
you want to designate as senders.
Separate e-mail addresses with a comma
or semicolon.

Click the Senders label to see a list of
your contacts. Click the Senders checkbox
next to the contacts you want to
designate as Senders.

You can assign a group (see Groups on p.
89) as a sender as well. Only group
members who have the Sender role will
be senders.

Allow collaboration

By default the checkbox is clear. If the
checkbox is selected, the recipients of the
package will be able to send a secure reply to
all, including package sender(s), additional
owners, and recipients. (See p. 64 for more
information on secure replies.)

Auto delete date

Note: This field appears only if your
system administrator has enabled this
feature.

This field specifies the date and time at which
the package, including any active deliveries and
files, will be deleted by the system. The default
number of days before package deletion is
specified by your system administrator.

Note that the system administrator may specify
certain users or groups to override the package
deletion date. Those who do not have the
ability to change the date will see a non-
editable text box with a date automatically
entered for you.

Deletion reminder
date

Note: This field appears only if your
system administrator has enabled this
feature.

Before the system deletes a package, an e-mail
notification can be sent to all owners and
senders of the package on the date and time
specified in this text box.
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When you are finished entering the package metadata and files, click the Save
button at the bottom of the screen.

A green progress bar displays during the upload, and a file summary appears (Figure
18) when the upload is complete.

Package created!
The package was created and all files were uploaded successfully.
File upload summary:

& Files successfully uploaded: 1 (Financials.zip)
« Total bytes transferred: 2.00 MB out of 2.00 MB
e Total time: 00:00:04

o
=

to package | Home

Figure 18: File upload summary

If anti-virus integration is enabled, senders creating a new package or express
delivery will see a virus scanning progress window after the files have been uploaded
to the SFT server. An icon shows the scan status — in progress (arrows), file checked
okay (green checkmark), or file infected or threat detected (red “X").

Express Delivery: Scan for viruses

Files are being scanned for viruses.

€ username-passnord-masterist.doc Infected
@) Yourlab results.pdf Scanning
+  EHR-setup.exe Clean
+  HL7-data.ml Clean
Q 1CD-3-2011.pdf Infected
v iview428_setup.exe Clean
[#] medical-records-ogs. zip Scanning
+  Medical-records-poldies.pdf Clean
+  Patient-20309730-chart. pdf Clean
) SEC compliance regulations.doc scanning
«#  Surgery prepration guide.doc Clean

Figure 19: Virus scanning

Files that are found to have an infection will not be added to the package. An e-mail
notification will be sent to the user who created the delivery or package for each file
found with an infection.

During scanning, the Scan status column will show Scanning. Once file scanning has
completed, the scan status column will show one of the following:

- Clean: no threat or infection was found
- Infected: a threat or infection was found

- Unable to scan: scanning failed for some reason, possibly because the file was
an encrypted archive, or other unscannable type.
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Once scanning is complete, a summary will list all infected files and the specific
threats detected.

Delivery Sent with Warnings

The deliery has been sent, but the folowing fils are infected and were not added to the package:

File name Threat list Scan start time Scan end time
username-password-master-fist. doc Win32Hostblock 06/21/2011 10:53 AM 06/21/2011 10:53 AM
1CD-9-2011.pdf Win32Hestblock 06/21/2011 10:53 AM 06/21/2011 10:53 AM

Upload summary:

* Fles successfully uploaded: 9 out of 11 (Your ab resufts.pdf, EHR-setup.exe, HL7-data.xml, iview428_setup.exe, medicakrecords-logs.zip,
Medicakrecords-policies.pdf, Patient-20309730-chart.pdf, SEC complance regulations.doc, Surgery prepration guide.doc)

o Total bytes transferred: 125.40 MB out of 179.77 MB

* Total time: 00:04:29

Go to delivery | Home

Figure 20: File infection

Virus scanning software is not 100% accurate, and can mistakenly mark a file as

infected when it actually is virus-free. These “false positives” can be overridden by a

system administrator by entering a white list that will bypass AV scanning. Contact
your system administrator if a file that is known to be free of threats or infection
needs to be delivered through SFT.

Note: The package has only been created and securely uploaded to
SFT — it had not been sent to anyone. You must create a delivery to
send the package to recipients (see Creating a New Delivery on p. 44).

Click the Go to package link near the bottom of the page. You are directed to the
package summary (Figure 21).

Note: Once the package is has been created, it is now available to the

specified Owners who can add files, modify the package metadata, and
deliver the package. New users will be notified via e-mail that they are

now owners of the package.
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Home = Manage Packages

Package: Medical Records for Jane Doe

Package Information [ Edit - Histary - Delete package ]
Tags

Description

Owners tolie McPhes

Senders

Allow collaboration ves

Created 07/26/2010 12:40 PM by Molie McPhee

Last updated 07§26/2010 12:40 PM by Molie McPhes

Last delivered

Files [ Add - Re-order ][ Download with applet ]

| File name Description Date Created Size

O .ﬂj patient-information, dac 07/26§2010 12:40 PM 1.1 MB Q

O 7‘__ prescription.pdf 07)26/2010 12:40 PM 445.0 KB E

O =) transcription-recording.mp3 07)26/2010 12:40 PM 6.5 MB Ig

[0 [ transcription-text bxt 07262010 12:40 PM 7693k

O ED) xraps.zp 07)26)2010 12:40 PM 1.2 MB g
Total: 2.9MB

Deliveries

Delivery Name Recipients Date Available Date Expires
Active deliveries of this package

Figure 21: Package summary

To specify delivery information, click the Create delivery button. Creating
deliveries is covered in the Deliveries section (page 44).

Additional Anti-Virus Notes

If your administrator has enabled virus scanning for uploaded files, you will see a list

of files in the scanning process (Figure 22). Once files are submitted for scanning,
users may wait for processing to complete. If users navigate away from the virus
scanning progress page, scanning will continue to run in the background. The
package will have been created, and any files that are still being scanned, will be
displayed in a separate file listing section, indicating that they are still being
scanned.
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Package: Confidential files for your review

Package Information [ Edit - History - Delete package |

Tags

Description

Owners bha@biscom.com

Senders

Created 06/21/2011 01:40 PM by bho@biscom.com

Last updated 06/21/2011 01:40 PM by bho@biscorm.com
Last delivered 06/21/2011 01:40 PM

Files: [ Add -Re-order ] [ Download with applet]

Create delivery

|| File name Description Date Created Size
[] G0 bds4_0_1035_vmware zip 06/21/2011 01:40 PM 526M8 [
[ #8 ERsetpexe 06/21/2011 01:40 PM 0.5M  F
B HL7-data.ml 06/21/2011 01:40 PM 65.6M8 [
[ D medicalvecordsdogs.zip 06/21/2011 01:40 PM 10.3MB ﬁ’
Totak 639.0 MB
File(s) in scan progress
File name: Description Date Created Scan status Size]
Filetransfer_ovf_137.zip 06/21/2011 01:40 PM scanning 235.6MB
VMware-viciient.exe 06/21/2011 01:40 PM scanning 1L.2MB
Totak 346.8 MB
Deliveries
Delivery Name Recipients Date Available Date Expires
(= Confidential fles for your review meaton @biscom. com 06/21/2011 01:40 PM EglC|

Ttems 1 to10f 1

Figure 22: Background virus scanning

Viewing Packages

You can view the packages that you created or p
by others.

ackages that you own but were created

—-—
1. From the Home page, click the package icon LL‘J.] or the Manage Packages link.

A list of your existing packages will appear (
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Home
Manage Packages
Create, manage, and deliver packages [ Hide packages created by othars
[ 1 Ttems |1 to4of4
[l Package name . Tags Description Size Last delivered Last modified
[J €onfidential Financial & 2.2MB 07/08/2010 12:08 PM 07/08/2010 12:08 PM =
Documents
[JFinandials - CONFIDENTIAL &7 Financial documents for FY 2011 2.0 M8 07/19/2010 11:25 AM 9420
projections.
[C1PT Medical Records & Confidential medical records of 22.6MB 07/19/2010 12:00 PM =
John Doe,
[CIRE: BDS for iManage press &7 34.7KB 06/18/2010 11:21 AM07/13/2010 12:03PM L& (2]
release
Ttems |1 todof4

Figure 23: Manage Packages page

Note: If someone has created a package and made you an owner, that
package will appear on the Manage Packages page. To view only the
packages that you created, select the checkbox in the upper right corner
labeled Hide packages created by others.

Managing Packages

The Manage Packages page (Figure 23) provides a quick overview of all packages of which
you are a sender, recipient and/or owner and provides the following information about the
packages:

Package name Each package displays as a link. For more detailed information on
an individual package, click the link to view the Package summary
page (Figure 21).
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Attachments list

To see a list of package contents, roll your mouse pointer over
the paperclip icon ¢ . A list of attached documents appears as a
pop-up list:

Heme

Manage Packages
Create, manage, and delver packages [] Hide packages created by athers

[ 1 Ttems|! to5of5

M Package name . Tags_Description Size Lastdelivered  Last modified

[Financial documents Qbytes 2010 10:51 AM 342
[ Marketing Phatos & 4117KB 07/07/2010 10:35 AM07/20/2010 10:48 AM 54 (=]
[ My Medical Dacuments 8.3Mp 2010 12:18PM 2010 12118 PM 342
[C1PT Medical Records 5 attachments X RN 07/18/2010 12:00 PM LA 21

Allergy prescription. f (5.5 KE)
RE: BDS for Manage press
release

N 4.7KB 06/18/2010 11:21 AM07/19/2010 1228PM [
Cat scan of yaur brain.jpg B)

HIPAA Privacy policy pdf (37,0 KB)
Surgery prepration guide.
You lab results.pdf (46 ) Items |1 to5of 5

Each attachment is a hyperlink which you can click to either open
or save the file.

Tags

Description

Last delivered

Last modified

Owners

To see a list of package owners, roll your mouse pointer over one
of the icons listed after the last modified date. The crown icon

indicates that you are the creator or the only owner of a
package. The group icon & indicates that the package has
multiple owners, including you. A tooltip displays, listing the
package’s owner(s).

Create delivery

To create a delivery, without reviewing the package details, click
the deliver icon =1,

Delete package

To delete a package, select the checkbox next to the package
name and click Delete.

Hide packages
created by others

To view only the packages that you created, select the checkbox
in the upper right corner labeled Hide packages created by
others.
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Updating Package Metadata

1. To update package metadata, click the Edit link next to the Package Information
header at the top of the package summary page (Figure 21).

2. On the Update Package Information page (Figure 24), enter or modify any of the
existing metadata and click the Update button to save your changes, or click the
Cancel button to cancel the action.

Home = Manage Packages = Package
Update Package Information
Edit your package information and dlick the Update button to save your changes
Name PT Medical Records
Tags
Description Confidential medical records of John
Doe.
Owners bhofbiscom.com, mollie mcphee@yahoo.com
Senders
allow collaboration

Figure 24: Update Package Information page

Removing Yourself as a Sender

1. If you have only Sender permission for a package, you will see a Remove link in the
package details page (Figure 25).
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Home = Manage Packages

Package Information [ History |

Last updated

Last delivered 06/18/2010 11:21 AM

Files [ Dowrload with applet |
L] File name

Deliveries
Delivery Name
i<y RE: BDS for iManage press release

Recipients

Package: RE: BDS for iManage press release

Tags

Description

Owners bho@biscom.com, mol ncphee@yahoo.com
Senders Molie McPhee [ Remave ]

Allow collaboration 1o

Created 06/18/2010 11:21 AM by bho@biscom.com

010 12:17 PM by molie_mcphee@yshoo.com

cmagliato @biscom. com

Create delivery

Description Date Created Size
06/18/2010 1L21AM  34.7KB
Total: 34.7 KB

Date Available Date Expires
06/18/2010 11:21 AM = =
Ttems |1 to 10f 1

Figure 25: Remove link for user with only a Sender role.

2. To remove yourself as a sender, click Remove.

3. You are asked if you are sure you want to remove yourself. Click OK. A confirmation
page displays. Sender access is now removed and you will not longer have access to the

package.

Viewing Package History

1. To view the transactions associated with the package, click the History link next to
the Package Information header at the top of the Package summary page (Figure

21).

2. On the Package Activity page (Figure 26), you can choose the level of activity detail
by selecting Critical, Major, Standard, Detail, or Most Detail from the Detail Level

drop-down list.



Home = Reports = Packages Activity

Package Activity: PT Medical Records

[ - 1
Date range: = ] (Last days)
Search for:
Client: | All v
Detail Level: | Detail b
.
Date Transaction IP address  Client|
07/08/2010 11:06 AM  Document 'Medical records. zip' (13267781 bytes) added to package 'PT Medical 65,163.101,18  Vieh
Records' by mollie_mcphee @yahoo.com.
07/08/2010 11:06 AM  Document "x-rays.zip' (1223577 bytes) added to package 'PT Medical Records' by 65.163.101.19  Web
mollie_mcphee @yahoo.com,
07/08/2010 11:06 AM  Document 'transcription-text. tet’ (787802 bytes) added to package 'PT Medical 65.163.101.19  Web
Records’ by mollie_mcphee@yahoo.com.
07/08/2010 11:06 AM  Document 'transcription-recording.mp3' (5814208 bytes) added to package 'PT 65.163.101,19 Web

Medical Records’ by mollie_mcphee@yahoo.com,

07/08/2010 11:06 AM Document ‘prescription.pdf (455680 bytes) added to package 'PT Medical Records' £5.163.101.19 Web
by mollie_mcphee @yahoa.com.

07/08/2010 11:06 AM Document ‘patient-information.doc’ (1116142 bytes) added to package 'PT Medical 65,163.101.13  Web
Records' by mollie_mcphee@yahoo.com.

07/08/2010 11:06 AM  Package 'PT Medical Records' created by molie_mcphee @yahoo.com, 65.163.101,19 Web

Ttems| 1 to7of 7

Figure 26: Package Activity page

Deleting the Package

1. To delete a package, click the Delete package link next to the Package
Information header at the top of the page (see Figure 21 on p. 32).

2. You will be asked to confirm the deletion.

Note: If any deliveries that are currently active or will be active in the
future, Biscom SFT will warn you that active deliveries exist and will be
deleted along with the package.

3. Click the Delete button to delete the package, or click the Cancel button to cancel
the deletion.

Automatic Package Deletion

If your system administrator enables automatic package deletion, the system will assign
a deletion date. The deletion date is determined by the default number of days defined
by the system administrator and the date and time you created the package. For
example, if the administrator defined 10 days as the automatic deletion date, then a
package you created on May 1 will automatically be deleted on May 11.

If enabled, a reminder e-mail will be sent to all package owners and senders a number of
days (also defined by the Administrator) before the package will be deleted.
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Certain users can be granted override permission — these users are defined by the
system administrator. Users with override permission are allowed to change the auto
deletion date and reminder date, or even remove the dates altogether. Removing the
dates has the effect of making a package perpetual — it can only be deleted manually by

an owner.

Note: When a package is deleted, all deliveries, replies, and files
associated with the package and deliveries will also be deleted. Recipients
will no longer see the deliveries in their Received Deliveries listing, and links
in any e-mail notifications will no longer be valid.

Adding Files to the Package
1. To add new files to the package, click the Add link next to the Files header on the

2.

Package summary page (Figure 27).

Harme = Manage Packages

Package Information [ Edit - Histary - Delete package ]

Last updated
Last delivered

File| m Re-order ][ Download with applet ]

File name
B patient-information,doc
-

prescription. pdf

transcription-text, bxt

[ |

]

[,

D (_:J] transcription-recording.mp3
o @

[

H-rays.zip

Deliveries
Delivery Name
Active deliveries of this package

Recipients

Package: Medical Records for Jane Doe

Tags

Description

owners Malie McPhee

Senders

Allow collaboration  ves

Created 07/26§2010 12:40 PM by Molie McPhee

07/26f2010 12:40 PM by Molie McPhee

Description

Date Available

Create delivery

Date Created

07/26/2010 12:40 PM 1me
07/26/2010 12:40 PM H“E.0KB
07/26/2010 12:40 PM 65MB
O7}26/2010 12:40 PM 760.3k8 [
07/26/2010 12:40 PM 1zMe &

Total: 9.9MB

Date Expires

Figure 27: Add link on Package summary page

You are directed to the Add Files page (Figure 28). For each file you want to include in
the package, drag and drop files or entire folders from your desktop onto the Files box or
click the Add file button to use a dialog box to select files.

Note: When you upload entire folders, SFT automatically compresses those
files which can be compressed and creates a ZIP file. The recipient will
download the ZIP file before extracting the documents.
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This upload process uses a Java applet. To use standard Web file upload, click the
link Upload without applet.

Home = Manage Packages = Package

Add Files

Select files to upload

[ 1

e

Overwrite existing file(s)

Figure 28: Add Files page

If the file name to upload conflicts with an existing file in the package, the file will be
created and will have the same name as the existing file. If you want to overwrite
the existing file, check the Overwrite Existing File(s) checkbox and the uploaded file
will replace the existing file.

Click the Add button to upload the files or click the Cancel button to cancel the
action.

Note: Your system administrator may restrict the file types that you can
upload. If your file matches a restricted file type, the upload will fail.

After the files are uploaded, you will be returned to the Package summary page
(Figure 21). To add more files, click the Add link next to the Files section again and
follow the previous steps 2 through 4. There is no limit to the number of files you
can upload.

Downloading Files

1.

To download files from the package, from the Package summary page (Figure 21),
select the files using the checkboxes, and click the Download with applet link.

A dialog box will appear asking you to select a location to save the file downloads.

You will be directed to a download status page that shows the current and total
download progress.
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Deleting Files from a Package

1.

From the Package summary page (Figure 21), select the checkboxes next to the files
you wantto delete, and then click the Delete button.

You will be asked to confirm the deletion of the file or files. Click the Yes button to
delete the files, or click the No button to cancel the deletion.

Note: You must be an Owner of the package to delete files. Package
Senders cannot delete files and the delete button does not appear for
Senders.

Deleting Multiple Packages

If the system administrator enables multiple package deletion, the package list page will
display checkboxes next to the packages that you own. If you only have permission to
send a package, the checkbox will be disabled and cannot be selected.

Warning: This is a very risky and irreversible action — other owners may have
deliveries that are active, and deleting the package will delete all active
deliveries.

To delete packages, follow these steps:

1.

On the Manage Packages page (Figure 16) select one or more packages from the list
of packages.

Click the Delete button at the bottom of the listing.

The list of packages you want to delete will be displayed along with the number of
active deliveries that exist for each package and the other owners of the package
(Figure 29). You can deselect any packages in this list if you no longer wish to delete
them.

Confirm Packages Deletion
Are you sure you want to delete the follawing packages?

Package name Label Description Active deliveries Owners

Contract For my new best seller 4 minute abs! 1 bho@biscom.com
Last will and testament Open only upon my death 1 bho@biscom.com
Patient data for Mr. David Hornblower : bho@biscom.com

Figure 29: Confirm Packages Deletion page

Click the Delete button to delete the selected packages.

Quotas and Quota Management

Your administrator may impose quotas on SFT users. Quotas affect the amount of
storage you have to save files in a package. When you are over quota, you will not be
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able to upload new files to packages. However, you will still be able to send existing
packages, and create packages but you will be unable to upload files.

To view your quota, click the personal settings link at the top of any page to see your
Update Profile page (Figure 30).

Harne

Update Profile

Username mmephee®biscom.com

Name First narms Middle name Last nams
Agnes Gooch
Display as

Phone numbers [+] Home Work

Business [+] Cornpany

Password reset Question

question In what city were you bom? v
Answer Hint

Quota usage 50.3 MB of 100 MB

Password Change password

Last changed Password has never been changed

Expires on 09/30/2010 12:00 PM

Update

Figure 30: Quota usage

If you are within 5% of your quota, you will see a warning message in the main menu
(Figure 30).

Follow these steps to manage your quota:

1. On your personal settings page (Figure 30) click the icon % next to the quota. The
Manage Quota Usage page appears (Figure 31).
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4.

Manage Quota Usage

Manage packages that count against your guota. To reduce quota usage(33.9 MB of 800
MB), remove your ownership from packages

[l Package name . Description Additional owners _ Last modified Size
[ BDM log fies from my machine meaton@biscom.com  02/26/2003 04:01PM 6.5KB
[7]8DS 3.0 logs on Vista 02/27/2009 12:48 PM 190.6 KB
[ BDS Compliance documents 06/18/2007 10:50 AM 1.1MB
[7] BDS information 06/26/2008 02:00PM 1.9 MB
[ Datasheets and whitepapers Marketing material for 805 meaton@biscom.com  12/04/2007 05:42PM 1.0 MB
[ Encryption logs 02/27/2009 04:04PM 8.3KB
[ My medical history This is confidential! meaton@biscom.com  02/19/2009 01:25PM 8.9 MB
[[] Thisis the fiat file you're requesting 02/25/2009 02:25 PM 190,65 KB
[T Transcripts and health records 05/08/2006 10:35 AM 3.3 MB
] web site design material 06/25/2007 02:06 PM 559.0KB
[ Your medical records 02/25/2009 03: 10PM 8.5 MB
[7] Zmmerman contract This is the milion dollar book deal we need to sign 09/08/2006 10:37 AM 50.5KB

Remove ownership

Ttems 1 to12of12

Figure 31: Manage Quota Usage page

To reduce your quota usage, you can simply remove your ownership of one or more
packages. Select the packages to which you wish to remove ownership and click
Remove ownership.

You will be prompted to confirm ownership removal (Figure 32).If you are the only
owner of a package, you can also delete the package by selecting the checkbox labeled
Delete package if I am the only owner.

Confirm Ownership Removal

Access to the package may be lost if ownership is removed. Are you sure you want to remove ownership of the
following package?

Package name Description Additional owners
BDM log files from my machine meaton @biscom. com
EDS 3.0 logs on Vista 02/27/2009 12:48 PM 190.6 KB

| Delete package if i am the only owner

[ Remove ownership ][ Cancel ]

Figure 32: Confirm ownership removal

Note: For packages that have multiple owners, removing yourself from
ownership does not remove the package from the system nor deletes
any associated deliveries.

Click Remove ownership.

43



Section 5: Deliveries

/7 7} Packages that a Sender owns may be delivered to registered Biscom SFT users
who have the Recipient role or to any unregistered e-mail address. Registered
users who do not have the Recipient role cannot be added as delivery recipients.

Deliveries are primarily created by users with the Sender role. However, the
Administrator may enable other users to have a limited send capability(see p. 11). The
Administrator determines the feature and functions for limited deliveries, but the entire
list of possibilities will be covered in this section.

Creating a New Delivery
1. Navigate to the Manage Packages page. From the home page, click the package icon

@) or the link Manage Packages.

2. From the list of packages, click the e-mail icon =1 to the right of the package name,
or open the package by clicking on the name of the package, and then click the
Create delivery button.
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You will now see the Delivering Package page (Figure 33).

Home > Manage Packages > Package: BDS User Doc

Delivering Package: BDS User Doc

Enter recipiants, delvery subject, and deivery parameters

Notification message youive been sent a secure delivery.
Please click the link below to access
your delivezy.

Cancel Preview

To (=]
[ (]
Bec ©
Subject 5 cyre delivery of package: BDS User Doc
Secure message Date =
available
Date =
expires
Password
‘Confirm
passwor

Send emai notification to redpients
[Clrequre recpients to sign in

[] Send me delivery access details

1day ~|after sending the
delivery

1day - |before the defvery
expres

[CINotify me when recipients delete this
delivery

otify when recipients access this defivery
[Tl Moty when recipients dowrload fies

@ Notify on first access orly

© Notify on every accass

Emal addresses ta notify

mmephee@biscom.com

Figure 33: Delivering Package page
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To, Cc, Bcc

Enter one or more recipients in the To, Cc, or Bcc field.
Separate multiple recipients by semicolons or commas or
enter addresses on separate lines.

Alternatively, you can click the To, Cc, or Bcc labels to
open your private contacts list. You can select recipients
from your list and insert them into the To, Cc, or Bcc
fields.

Note: Recipients in the To and Cc fields will be able
to see the other To and Cc recipients.

Recipients in the Bcc field will be able to see the To
and Cc recipients, but will not be able to see other
Bcc recipients. To and Cc recipients will not see any
Bcc recipients.

Subject

Text entered in the Subject text box will be the subject
line of the e-mail notification sent to the recipients. This
field is prefilled with the name of the package you are
delivering. You may change this or leave the default text,
but this field cannot be empty.

Secure
message

Enter an optional secure message in the Secure Message
text box. This message is not sent in the notification e-
mail; recipients must sign in to SFT and view the delivery
to see the secure message.

Notification
message

Enter an e-mail notification message for the recipients. A
default notification message may already exist. You can
enter a new message or update the existing message.
The contents of this message box will be sent via non-
secure e-mail to the recipients.

Note: The notification e-mall message will contain a
linked URL directing recipients to the SFT server to
sign in and view the delivery.

Add files

You can add additional files to the package. Drag and
drop files from your desktop, or click the Add files button
to open a dialog box to select files to upload.
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Date available

You may optionally schedule a delivery to be available at
a certain date and time. To do so, enter a date that the
delivery should first be available in the following format:
MM/DD/YYYY HH:MM AM|PM, for example: 05/26/2015
12:49 PM. If no date is entered, the current date and
time are used as the default date. If the date entered is a
future date or time, the delivery notification e-mail will
not be sent out until the specified date and time are
reached.

Date expires

You may optionally schedule a delivery to expire at a
certain date or time. To do so, enter a date that the
delivery should no longer be available using the format
shown above. If no date is entered, the delivery will never
expire. Once a delivery has expired, a recipient will no
longer be able to access the delivery using the e-mail
notification link, and the delivery will no longer appear in
the recipient’s list of received deliveries.

Note: An administrator may set an automatic
expiration date; if so, the delivery expiration field will
contain the default expiration date. However, the
sender can change or delete this expiration date.

Password /
Confirm
password

You may optionally password protect the specific delivery.
Enter a password in both the Password and Confirm
password fields. If a password is entered, the recipient
will be asked to supply the correct password before being
allowed to view the delivery. If the sender creates a no
sign-in delivery (see Recipient sign-in checkbox
below), this password is still required to view the delivery,
even though the user will not need to register or sign in
to his or her account.

Note: We do not recommend that you include the
password in the delivery notification message. The
password should be conveyed to your recipients
through another channel if possible.

E-mail
notification
checkbox

A notification e-mail will be sent by default unless the
checkbox is deselected. If you choose not to send a
notification e-mail, the recipients may still access the
delivery and the package when they sign into the system.

Note: If you deselect this checkbox, the recipients will
not see any text you may have entered into the
Notification message box since they will not be receiving
a notification e-mail.
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Recipient sign- | By default, recipients are required to sign in to view
in checkbox deliveries. You may, however, deliver a package without
requiring users to sign in.

If you uncheck the checkbox labeled Require recipients
to sign in, unregistered users will not be required to
register, and registered users will not have to
authenticate themselves to view the delivery.

Note: Anyone who receives the notification e-mail with
the embedded link to the delivery (through either direct
e-mail or a forwarded e-mail message) can view the

package.
Notify me If you want to be notified via e-mail when a recipient
checkbox accesses your delivery, select the Notify me when

recipients access this delivery checkbox. Select the
appropriate radio button to request to be notified the first
time a recipient accesses the delivery or every time a
recipient accesses the delivery.

Enter the e-mail addresses to notify when recipients
access the delivery. E-mail addresses entered do not need
to be registered Biscom SFT users.

4. To preview the delivery e-mail notification as it will appear to a recipient, click the
Preview notification button at the bottom of the page. A new window will appear,
displaying the delivery and the URL that is associated with the delivery.

Note: This URL is not the actual URL that the recipients will see — it is only
a placeholder. Each recipient will receive a unique URL in his or her e-mail
notification. Also, there may be additional text in the e-mail which is a
permanent footer defined by the system administrator. This cannot be
modiified or deleted by the sender.

5.  When you are satisfied with the delivery, click the Send button to deliver the
package.

Viewing an Existing Delivery

Deliveries are associated with a package. (For the difference between a package and a
delivery, see p. 9.) To view an existing delivery, open the package.

1. From the Home page, click the package icon C,J or the Manage Packages
link. The Packageinformation page appears (Figure 34). At the bottom of the
page, you will see all the deliveries associated with the package.
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Home = Manage Fackages
Package: Confidential Medical Records

Package Information [ Edit - History - Delete package | Create delivery

Tags
Description
Owners Mollie McPhee
Senders
Allow collaboration o
Created 07/21/2010 01:15 PM by Molie McPhee
Last updated 07/21/2010 01:15 PM by Malie McPhee
Last delivered 07/21/2010 01:15 PM
Files [ Add -Re-order ] [ Download with applet ]

File name Description Date Created Size
13me

21/2010 01:15PM

07/21/2010 01:15PM s.sve [
212010 01:15PM 6.5MB E
7/21/2010 01:15PM 2.5MB E
Totalk: 17.1MB

ooogd

Deliveries
Delivery Name Recipients Date Available Date Expires
(% Confidential Medical Records mollie_mcphee @yahoo.com, bho@hiscom.com 07/21/2010 01:15PM =g

Ttems |1 tolof1

Figure 34: Package information page

2. To view the delivery, click the delivery name at the bottom of the page. You will
now see the delivery details (Figure 35), which include the delivery metadata, the
secure message, the notification message, delivery parameters, and package
metadata and files that are associated with the delivery.
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Home = Manage Packages > Package: Confidential Medical Records

Delivery Details

All delivery information

Delivery Information [ Edit - History - Delete delivery - View past recipients ] @

[Last updated 07/23/2010 10:32 AM by Molie McPhee

To mollie_mcphee@yahoo.com
Cc bho@biscom. com
Subject Confidential Medical Records

/2010 01:15PM
10 11:59 PM

Date available
Date expires 7
Password assigned Yes

HNotify on access Yes (Notify on first access only)

Hotify when recipient deletes Ho
Access status 2 redpients have not accessed the delivery @

Secure message
For patient Ima Trout, medical record no, 10000123

Notification message
Here are the Medical records you requested. Call if any questions.

Package name Confidential Medical Records
Tags
Description

Description Date Created Size
010 01:15PM 1.3MB
010 01:15FM 6.5MB
1/2010 01:15 PM 6.5MB
1/2010 01:15PM 2.9MB

)

Figure 35: Delivery details page

Actions you can perform associated with a delivery are as follows:

A. | Edit delivery information (see Modifying an Existing Delivery p. 52), delete the
delivery (see Deleting an Existing Delivery p. 53), and view a list of past
recipients who have accessed the delivery.
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B. | View delivery access status. Click the hyperlink to see the Delivery Access Details
(Figure 36). To view the recipients who have already accessed the delivery, click

the hyperlink (a) View recipients who have accessed the delivery. To send
a reminder notification, click the Send reminder button.

Home = Your Deliveries

Delivery Access Details

recipients who have not accessed the delvery

mallie_mcphee @yahoo,com
bho@biscom.com

Send reminder

Ttems 1 to2of2

Figure 36: Delivery Access Details

C. | View and/or download documents in the package (see Downloading Files p. 40)

D. | Securely reply to the delivery (see Replying To Deliveries p.64 ).

Replying to a Recipient

Senders can update individual recipients with additional messages or files without
affecting other recipients. Senders can create “threads” to recipients. When a thread
exists for a recipient, it appears in the threads listing with the recipient as the thread
name. When new replies are created, the system sends an e-mail notification to the
recipient of the reply with an embedded link, directing the user to sign in and read the
secure reply.

Note: For the recipient’s point of view, see the section on Receiving
Deliveries for details on recipients replying to deliveries.

To create a new thread:

1. On the Delivery details page (Figure 35), under the Secure reply thread heading,
select the recipient from the Reply to drop down list.

2. Enter the subject of the thread. This subject will be used as the subject of the e-mail
notification sent to the recipient.

3. Optionally enter a message in the Message textbox.

Optionally upload files. These files are only accessible by the recipient selected and
are not available to other recipients of the delivery.

5. Click the Reply button to send the reply.

To reply to an existing thread:
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Click the thread name you want to reply to.

2. A new subject, message, and files can be created and sent to the selected recipient
(Figure 37).

3. Click the Reply button to send the reply.

= Show/Hide Reply Section

Subject |Re: Taxes 2008

Message Files [

Please send me your charitable

contribution receipts as well.

File name
I'm attaching a worksheet that will help charitable-contributions-werksheet s [469 kB -

you organize them.

Thank you!

Figure 37: Secure reply
Modifying an Existing Delivery
1. On the Delivery details page (Figure 35), click the Edit link next to the Delivery
Information header. If you are on the Viewing Package page, you can click the Edit
icon g next to the delivery.

2. You will see the delivery update page (Figure 38).
Delivery Update

Make any changes on current delvery and cick the Update button to save your changes

Delivery last updated on 05/01/2006 11:21 AM by Bil

To  [pnogbiscem.com ze
« =
Bee [ %‘9
Subject [Socure delivery of package: Financial information =|e
Secure

Zere are my important financial © |pate 05/01/2006 1121 AM |8
message . available
password

® Resend notification to new recipients only
notification

O Resend notification to all recipients

O Do not resend notifcation to redpients

[@Require reciients to signin

Notification [v_ . +_ . Civery (=]
message |0 Be&Ve been sent & secure delivery. [“Inotify me when recipients access this delivery

y, click on the ‘O Notify on first access orly

/ and paste che @ity on every access

Emai addresses to notify

bho@biscom com

Upd

Figure 38: Delivery update
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If a password has been set for the delivery, the Password and Confirm password
fields will be filled with asterisks. The number of asterisks will not necessarily match
the length of the actual password. To update the password, enter a new password
in the Password box, and re-enter the password in the Confirm password field. To
remove the password, delete the asterisks in both the Password and Confirm
password fields.

You can update any of the information on the delivery. If any new recipients are
added to the delivery, the new recipient(s) will receive a notification e-mail by
default. This can be changed by selecting Resend notification to all recipients to
send the notification to new and existing recipients, or selecting Do not resend
notification to recipients, which will not send notifications to either new or existing
recipients. Recipients can still use their old notification e-mail to access the delivery,
but some delivery parameters may have changed since the last time they opened it.

If have chosen to resend a notification, you may preview the e-mail by clicking the
Preview Notification button.

Click Update to confirm and save your changes.

If you do not want to save any changes or resend the notification, click the Cancel
button.

Deleting an Existing Delivery

1.

2.

From the Delivery Details page (Figure 35), click the Delete Delivery link at the top
of the page.

You will be taken to the Confirm Delivery Deletion page. Click the Delete button to
delete the delivery or Cancel to cancel deleting the delivery. Once deleted,
recipients who click on their delivery notification link will no longer have access to
the delivery or the package. Also, if a recipient is signed in to Biscom SFT, he will no
longer see the delivery in his list of received deliveries.

Express Deliveries

/7. 7/ Standard deliveries are created from an existing package — this is a two-step

process: create the package and save it, and then create the delivery. In some

cases, such as a one-time delivery, a Sender may want to minimize the steps required to
send a delivery by creating an express delivery.

The main difference between the two types of deliveries is the package metadata. An
express delivery will create a standard package but will use several default values for
package metadata and cannot be changed initially by the sender when first creating the
package. For example, the express delivery subject will be used as the package name,
the package description will be empty, and the sole owner of the package will be the
user who created the express delivery.

Creating Express Deliveries

To create an express delivery, follow these steps:

1.

From the Home page, click the express delivery icon =7 or the Create an
Express Delivery link.
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2. The Express Delivery page appears (Figure 39: Express Delivery page).

Home

Express Delivery

Create 3 package and delver it in one step

[ Hide options ]

To bobEmyfinancialconsultant .com ‘9 Files [ Use d fie upload 1

e
‘ ‘9 File name

_J Financisls

Bee o 7] Budget & Projections.docx [z07 ke
‘ ‘ =] FY 2010-2011 Budgetdsx [k

Subject

[Confidential Financial Documents |

Secure message

My social security number is o
123-45-6782.

Date available

Date expires 07/23/2010 1025 AM |3
Password

Send email notfication to recipients
Notification ok, =)
message

[ Allow collaboration

is the informetion ves [Jotify me when recipients delete this delivery
requested. Notify when recpients aecess this delivery
Thanks!

[ty when recpents download fles
(@ Notify on first access only
(OMotfy on every sccess

Email addresses to notify

mmh@yahoo.com

Preview natification

Figure 39: Express Delivery page

Depending on how your administrator set the express delivery default values, you
may see a simplified version of the Express Delivery page (Figure 40).

Home

Express Delivery

Create 3 package and delver  in one step

nancialconsulcant.com |9 Files [ Use d fiie upload ]

Subject |Cenfidential Financial Documents |

Secure message F—— op— - © | |Lrmaesk ~
U e peeneRny mneer 22 157 Budget & Projections dacx B i
e = FY 2010-2011 Budget s KB |

Preview notification

Figure 40: Simple Express Delivery page
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To see the expanded version (Figure 39) click the Show Options link highlighted
above.

Enter the delivery information as outlined in the following table:

Note: Not all of the following options may be visible or available in your
Express Delivery page. Options are determined by your SFT administrator.

To, Cc, Bcc Enter one or more recipients in the To, Cc, or
Bcc field(s). Separate multiple recipients by
semicolons or commas or enter e-mail
addresses on separate lines.

Note: The recipient fields support auto-
complete and will pull names from your
private contacts as well as the global address
list (GAL) if it is configured by your
administrator.

Alternatively, you can click the To, Cc, or Bcc
labels to open your private contacts list. You can
select recipients from your list and insert them
into the To, Cc, or Bcc field.

Note: Recipients in the To and Cc fields will
be able to see the other To and Cc recipients.

Recipients in the Bcc field will be able to see
the To and Cc recipients, but will not be able
to see other Bcc recipients. To and Cc
recipients will not see any Bcc recipients.

Subject Enter the subject that will appear as the subject
of the notification e-mail.

Secure message Enter a secure message in the Secure Message
text box. Any text entered in this text box will
not be part of the notification e-mail, but will be
accessible when the recipient signs in to view
the delivery.
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Files

Click the Add file button to browse for files
and/or folders. You may also drag and drop

files from your desktop into the File name applet
window.

Note: The applet provides additional
capabilities, such as the ability to restart at the
point of network failure — that is, if a network
outage occurs, upon restoration, any files that
were uploading will automatically restart the
upload from the point where the outage
occurred and will not restart at the beginning
of the file.

Notification message

Optionally enter text in the Notification message
text box. A default notification message may
already exist. You can enter a new message or
update the existing message. The contents of
this message box will be sent via non-secure e-
mail to the recipients.

Note: The notification e-mail message will
contain a URL directing recipients to sign in to
the SFT server and view the secure delivery.

Date available

You may optionally schedule a delivery to be
available at a certain date and time. To do so,
enter a date that the delivery should first be
available in the following format: MM/DD/YYYY
HH:MM AM|PM, for example: 05/26/2015
12:49 PM.

If no date is entered, the current date and time
are used as the default date. If the date entered
is a future date or time, the delivery notification
e-mail will not be sent out until the specified
date and time are reached.

56




Date expires

You may optionally schedule a delivery to expire
at a certain date or time. To do so, enter a date
that the delivery should no longer be available
using the format shown above.

If no date is entered, the delivery will never
expire. Once a delivery has expired, a recipient
will no longer be able to access the delivery
using the e-mail notification link, and the
delivery will no longer appear in the recipient’s
list of received deliveries.

Note: An administrator may set an automatic
expiration date; if so, the delivery expiration
field will contain the default expiration date.

Auto delete date

Note: This field appears only if your system
administrator has enabled this feature.

This field specifies the date and time at which
the package, including any active deliveries and
files, will be deleted by the system. The default
number of days before package deletion is
specified by your system administrator.

Note that the system administrator may specify
certain users or groups to override the package
deletion date. Those who do not have the
ability to change the date will see a non-
editable text box with a date automatically
entered for you.

Deletion reminder date

Administrators may send a reminder notification
to all owners of the package several days before
the package is deleted.

Password

Optionally enter a password that is specific to
this delivery. We recommend you contact the
recipients and inform them of the password
outside the SFT system.

Confirm password

If a password was entered in the previous text
box, re-enter the password to verify it.

Email notification
checkbox

A notification e-mail will be sent by default
unless the checkbox is deselected. If you choose
not to send a notification email, the recipients
may still access the delivery and the package
when they sign in to the system.
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Allow collaboration
checkbox

By selecting this box, you are allowing all
package recipients, senders, and owners to send
a secure reply to all.

Recipient sign-in
checkbox

By default, recipients are required to sign in to
view deliveries. You may, however, deliver a
package without requiring users to sign in.

If you deselect the checkbox Require
recipients to sign in, unregistered users will
not be required to register, and registered users
will not have to authenticate themselves to view
the delivery.

Note: Anyone who receives the notification e-
mail with the embedded link to the delivery
(through either direct email or a forwarded
email message) can view the package.

Notify me checkbox

If you want to be notified via email when a
recipient accesses your delivery, select the
Notify me when recipients access this
delivery checkbox. Select the appropriate radio
button to request to be notified the first time a
recipient accesses the delivery or every time a
recipient accesses the delivery.

Enter the email addresses to notify when
recipients access the delivery. The creator of
the express delivery will be automatically
populated in this field, but the user may be
removed and other email addresses entered.
Email addresses entered do not need to be
Biscom SFT users.

4. To preview the notification e-mail that the recipient will see, click the Preview

Notification button.

5. Click Send to deliver the package immediately.

You administrator may have configured SFT to use a simpler express delivery screen

(Figure 40). The simple send screen shows a lightweight version of the express delivery.
Senders can expand the simple screen to show the additional options and fields at any

time by clicking the Show options link, or shrink the options by clicking the Hide

options link. Any options that are changed when expanded will be applied even if they

are hidden from view.
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Modifying Express Deliveries

Express deliveries and the package that is created automatically can be modified like any
other package or delivery. Go through the Manage Packages page (see Managing
Packages on p.34 ) to view, modify, or delete the package and express delivery.

Delivery Access Notifications

When a recipient views a delivery, Biscom SFT tracks the action. If access notification
was turned on by the sender, an e-mail will be sent to the notification list (see Notify
me checkbox on p. 48). The delivery access notification contains details such as the
delivery name and package name, who accessed it, when the delivery was sent out, and
when it was opened (Figure 41).

D) HI Ve vG@E)*
o =
- Message (7]
From: notify @aspen. biscom.com Sent:  Mon 4/13/2009 10:30 AM
To: Ho, Bill
Ce
Subject: Bill viewed delivery Taxes 2008

13

User Bill <bho@biscom.com> performed the following actions:

Viewed delivery : Taxes 2008
Viewed on - 4/13/09 10:30:10 AM EDT

Delivery sent on : 4/13/09 10:19:32 AM EDT
Package : Taxes 2008
History - http//aspen biscom com:8080/bds/L ogin do?did=3275&p1=dej24ffediglcbghf20

Please note: This email was sent from an address that cannot accept incoming emails. Please
do not reply to this message

A

Figure 41: Delivery viewed notification

When a recipient downloads a file, the SFT system sends a file download notification.
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@

Message
From: notify @aspen. biscom.com Sent:  Mon 4/13/2009 10:32 AM
To: Ho, Bil
Cc
Subject: Bill downloaded documents from delivery ‘Taxes 2008°

User Bill <bho@biscom.com> performed the following actions:

Downloaded file - financial-statement xls
Downloaded on - 4/13/09 10:31:53 AM EDT

Please note: This email was sent from an address that cannot accept incoming emails. Please
do not reply to this message

Figure 42: File download notification

Accessing and Viewing Deliveries

1 When users with the Recipient role sign into the Biscom SFT, they will be able to
=7 view all the deliveries they have been sent that are active and have not expired.

Note: When a delivery expires, is deleted, or is retracted by the sender, it will
not appear in the recipient’s list of deliveries.

Users may also receive an e-mail notification from the SFT application with a URL
embedded in the body of the e-mail (Figure 43).

_fﬁg\\ =] 2+ v Ak My medical documents - Message (Plain Text) [E=REER =
Message @
Fram: Bil Ho [bho@train.com] Sent:  Thu9/18/2008 10:00 AM
To: Ho, Gill
[«
Subject: My medical documents

You have been sent a secure delivery.

To access the delivery, click on the following link or copy and paste the

link into any browser.

Sender : Bill Ho
Link http://128.1.128.97/bds/Login.do?id=AB3363898&p1-542

Sent To : Bill Ho

Cc :  bho@biscom.com

Figure 43: Delivery notification e-mail

If the recipient is already a registered user, and if the Sender required recipients to sign
in, the URL directs the recipient to the sign in page (see Recipient sign-in checkbox
on p. 48).
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If the sender did NOT require recipients to sign in, then anyone who received the
notification e-mail (either directly or as a forwarded message) can access the delivery
and package contents through the URL.

Senders may choose not to send a delivery notification to recipients. In this case,
recipients must sign in to the Biscom SFT application and view their received deliveries.

Viewing Deliveries

Deliveries are simply the “gateway” to a package. Packages contain the actual files that a
user may download. To retrieve files from a delivery, follow these steps:

1. From the notification e-mail, click the URL embedded in the message, or go directly
to the Biscom SFT sign in page.

2. Enter your user name and password if prompted. If you are signing in through an e-
mail notification, go to step 4.

3. From the Home page, click the View Deliveries You Have Received icon ~ or dlick
the View Deliveries You Have Received link.

4. You will see a list of all the deliveries you have received (Figure 44). Deliveries that
are new and have not been viewed appear in bold text. Deliveries that you have
already viewed are in normal text. Select the delivery you wish to view by clicking
the name of the delivery.

The Received column shows the date the delivery was first received. The Last
activity column shows the date that some activity occurred in the delivery, such as
a reply to the delivery. The closed mail icon also indicates an unread delivery or an
unread reply.

You can delete deliveries you've received by checking the checkboxes next to each
delivery and clicking the Delete button.
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Your Deliveries: Received

W From Subject Received Last activity + Expires

O] sharf (= BDM 2.0.0-RCZ 12/03/2007 06:17 AM  12/03/2007 02:51PM

O il i1 Here are some great datasheets 11/29/2007 0LS1PM  11/29/2007 01:51PM

[ Mark () grouping groups 11/14/2007 02:02PM  11/28/2007 11:32 AM

[ Mark i files 11/28/2007 11:23AM  11/28/2007 11:23 AM

[ sl £ My medical history 11/14/2007 06:30PM  11/14/2007 06:33PM

[ sl 4 BDM 11/14/2007 06:26PM  11/14/2007 06:26 PM

[[] sharf [ Tllusions 04/18/2006 06:17PM  06/15/2007 12:08 AM T
[ sl 3 My medical history 06/11/2007 03:09PM  06/14/2007 02:29 PM T
O il {3 Transcrints and health records 03/29/2006 03:12PM  06/14/2007 11:27 AM

[ Mark (3 testfies for demo 05/15/2007 11:40 AM  06/04/2007 05: 14PM

[ Mark (= please reply to this delivery 05/15/2007 11:04AM  05/15/2007 11:09 AM

Items 1 tol1of11

Figure 44: Deliveries received

If you have the Sender role assigned, you will see a link above the list of received
deliveries: View your sent deliveries. This list (Figure 45) will show the deliveries
you sent out to other recipients. This is useful in seeing if any recipients have replied
to your deliveries, and it is sorted (by default) based on the last activity date, which
could be a new reply.

P

Your Deliveries: Sent Commented [BH3]: Need:
paperclip icon
. Didn’
Recipients Subject Sent Last activity « Expires Co_mmented _[MM4]- Didn
srahman@biscom.com (= Here's apicture of my house  06/15/2007 0L:39PM  06/15/2007 0L:33 PM write up on this?
bho@biscom. com () First delivery to you 06/15/2007 01:38PM  05/15/2007 01:33 PM
Items 1 to2of2

Figure 45: Deliveries you have sent

If your delivery is password protected, you will be prompted to enter the password.
This password is specific to the delivery and is assigned by the sender. If you do not
have the password, contact the sender.
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6. You will now see the delivery on the Your Delivery page (Figure 46).

. ( Commented [BH5]: I crop
Your Delivery _probably put in an updated s

Delete this delivery

Click on the files to download them to your computer

Package name My Medical Documents

To mollie_mcphee @yahoo.com
Subject My Medical Documents
From Mollie McPhee

Delivery last updated on 07/07/2010 12:18 PM by Mallie McPhee

Secure message
[Mao message]

Notification message

Description Date Created Size
010 12;18PM 5.5KB

8.3MB
37.0KB
160.5KB
459.3KB

Reply securely

Figure 46: Viewing your delivery

You will see the delivery metadata such as the other recipients (not including Bcc
recipients), the delivery name (subject of the delivery), the date you received it, the
date it expires, and the sender. The secure delivery message and the notification
message will also be displayed on this page. The delivery also contains the package
that has the files you can download or view.

Downloading Files

When viewing a delivery, the list of files included in the package is located below the
delivery information section. Clicking the file name will open a dialog box that
provides you the option to open or save the file. Click each file name in turn that you
would like to open or save. To download and save multiple files at once, select the
files using the checkboxes and click the Download button, and then click Browse to
specify a local directory to download the files to.
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(€ Biscom Delivery Server - Windows Internet Explorer ===

Saveto | Browse

[] Overwrite existing files

A [@ & Local intranet | Protected Made: Off H100% ~

Figure 47: Select download directory

You will see the progress of your downloads on the Download progress page (Figure
48).

Download progress

Files

File name Transferred Status
HIPAA Privacy policy, pdf 100% 36 KB Dowrloadsd =

Surgery prepration guide.doc 100% 160 KE Downloaded
Brain cat scan.jpg 22% 8.27 MB In progress
Your Iab resits, pdf 0% 465 KB Fending

Current file: 22%

Tokal complete: 23%

Transfer spesd: 172,32 KBfset

Total bytes transferred: 2.08 MB out of §.92 MB

Time elapsed: 00:00:10

Time remaining: 00:00:40

Destination: CriUsersibill ho.CORP2000iDsskkop\tempiEDS

Metwork connection skatus:  connected

Cancel

Figure 48: Download progress page

Replying To Deliveries

Recipients of deliveries have the ability to reply securely to the sender via SFT. To
reply securely to a delivery, follow these steps:

1. Click the Reply securely button at the bottom of the Your Delivery page (Figure
49)

Note: If you do not see the Reply securely button, then your
administrator has not enabled the secure reply feature.
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Your Delivery

Delete this delvery

Click on the files to download them to your computer

Package name Marketing Photos
bho@biscom.com, distractedhausfrau @yahoo.com, mollie_mcphee@yahoo.com

To
Subject Secure delivery of package: Marketing Photos
From Melie McPhee

IDelivery last updated on 07/07/2010 10:35 AM by Mollie McPhee

Secure message
Testing

Notification message
s

[ ] File name Description Date Created Size
[m] ni 9 /2010 10:29 AM 27.9KB

=)
O m /2010 10:29 AM 69.5K8
O M 2010 10:25 AM SLEKE
O |ﬂ /2010 10:29 AM 103.1KB
Secure reply thread Started Total replies Last updated
Mo replies

[ Reply securely H Reply securely to all ] —

Figure 49: Reply securely buttons
Click one of the Reply buttons. Clicking Reply securely addresses the reply
only to the sender. Clicking Reply securely to all addresses the reply to all
recipients and owners.

Note: If you don't see the Reply securely to all button, then
the sender did not select the Allow Collaboration checkbox when

creating the package. See p. 29.

At the bottom of the delivery page, there is a form (Figure 50) containing text
fields to enter a reply subject, a secure reply message, and a field to add and

upload files.
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Home = Your Deliveries

Your Delivery

Delete this delivery

Click on the files to download them to your computer

Package name Marketing Photes

To bhe om, distractedhausfr y -om, mallie_m om
Subject Secure delivery of package: Marketing Phatos
From Malie McPhes

IDelivery last updated on 07/07/2010 10:35 AM by Mollie McPhee

Secure message
Testing

Hotification message

Test
[ ] File name Description Date Created Size
O = 07/07/2010 10:29 AM 27.5K8
O ™ 0 010 10:29 AM 69.5K8
O = 0 0 10:28 AM 818KB
o m 07/07/2010 10:25 AM 103.1KB

Secure reply thread Started Total replies Last updated
Mo replies

Reol 0 [ cieryone 3

subject [pg Sacure delivery of package: Marketing Photos

Secure message Files [ ]

Here are some more images.

File name Size
_J Marketing Photos -~

Figure 50: Secure reply form

4. Complete the reply information and click Send reply.

The system will send an e-mail notification to the sender of the delivery that you
have replied to the delivery. The message and documents will be created as a
new thread for the sender, visible as a list under Secure reply thread (Figure
51).
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Home > Manage Packages > Package: Marketing Photes

Delivery Details

Al delivery information

Deivery Information [ Ecit - Histary - Delete delivery - View past recoients |
[Last updated 07/07/2010 10:35 AM by Molle McPhee

To bho @biscom. com, distrat -om, molie_m¢ om
Subject Secure delivery of package: Marksting Photos

Date available 07/07/2010 10:35 AM

Date expires

Password assigned Mo

Notify on access Yes (Notify on first access only)

Notify when recipient deletes Mo

Access status 1recpients have not accessed the delivery

Secure message
Testing

Hotification message
Test

Package name Marketing Photos
Tags
Description

[ ] Descripion Size
O = 27.9K8
O = 62.5K8
O ® 81.8K8
O = 2010 10:29 AM 103.1KB
Secure reply thread Started Total repiies Last updated
(2 bho@biscom, com 07/07/2010 10:37 AM 1 10 10:37 AM
bho@biscom.com bho@biscom.com
1 everjone 07/13/2010 10:43 AM 1 07/19/2010 10:43 AM
melie_mcphee @yahoo.com molie_mcphee @yahoe.com
Tems |1 to20f2
Reply to [pho@hiscom.com ~
Subject [Re Secure delivery of package: Marketing Photos
Secure message Files | 1
File name:
~
v

Figure 51: Recipient delivery with two replies

Some points to keep in mind about secure replies include:

To view any files attached to the reply, click the reply link in the Secure reply
thread.

Files attached to a secure reply are viewable by the original sender as well as
any other owner or sender of the package; other recipients, however, will not
have access to the files uploaded through the reply form.
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e Original senders can also reply back to individual recipients.

e All owners and senders of a particular package have access to your replies.
However, only the owners and senders who participate in the reply topic with
you will receive e-mail notifications of new replies.

o If the recipient replies using Reply securely to all, then all recipients and
owners can see the reply as well as any attached files.

Adding Reply Files to a Package

When a recipient of a delivery attaches documents and replies securely to all, the original
sender and other package owners can add those reply documents to the original package. As
the original send and/or owner of the package, you can see the replies on the Delivery Details
page under the Secure reply thread.

1. To add the files to the package, click the link to a package addressed to everyone.
The secure reply page appears (Figure 52).

Home > Manage Packages > Package: Marketing Photes > Delivery: Secure delivery of package: Marketing Fhotes

Secure reply thread: everyone

1 total replies

Reply number ¥
=)= Re: Secure delivery of package: Marketing Photos "
By: molie_mephee @yahao.com Date: 07/19/2010 10:43 AM
Here are some mare images.
D File name Date Created Size
CD Marketing Photos.zip 07/18/2010 10:43 129.4KB

AM
[T

Tems |1 o 1of1

Reply securely

Figure 52: Secure reply sent as a Reply securely to all

2. Select the checkbox next to the files you want to include in the original package.
Click Save to package.

3. You will receive confirmation that the files have been added.

If you navigate back to the original package, you will see that the files from the
secure reply to all have been added to the package and are now visible to all owners
and recipients.

Note: If the reply in the reply thread is addressed only to you, you will be
able to view any attached files, but you won't be able to save them directly
to the package. If you want to add them to the package, then download
and save the files, then add them manually to the package (see p. 39).
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Quotas for Recipients

Recipients may have a quota attached to their account by the system administrator. Each file
uploaded through the secure reply mechanism will count toward the quota.

Requiring Payment for a Delivery

SFT can optionally integrate with PayPal for online payments. Packages can be delivered with
a payment requirement that must be fulfilled before recipients are allowed to open the
delivery and download files.

Delivering a Package with PayPal

When PayPal is enabled by your system administrator, authorized Senders will see a payment
section in delivery options on the Delivering Package page (Figure 53).
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Delivering Package: Jane Doe Medical Files
Enter recipients, delivery subject, and delivery parameters

his pad

To 9
Cc 9
Bcc 9
Subject gacyre delivery of package: Jane Doe Medical Files
Secure message Date :ﬁ
available
Date iz
expires
Password
Confirm
password
[¥] send email notification to recipients
D Require recpients to sign in
Requires payment
Amount <10
Notification N
You've been sent a secure delivery. =
Send me delivery access details
message Please click the link below to access Y
your delivery. @ [1day after sending the
delivery
1day before the delivery
expires

D Notify me when recipients delete this
delivery

Nnﬁfy when redpients access this delivery
DNDﬁfy when redpients download files

@ Notify on first access only

® Notify on every access

Email addresszes to notify

mmephee@biscom.com

Figure 53: Delivering Package page with option to require payment

Delivering Package page (Figure 53).

Requires Payment checkbox is not checked.
3. Enter an amount (dollars and cents) in USD.
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To create or update a delivery to require payment from the recipient(s), navigate to the

Select the Requires payment checkbox to activate the Amount field. By default, the




Note: Commas and the dollar sign ($) should not be entered into this text field.
This field supports 8 digits total, or 5 digits for the dollar amount plus the
decimal point plus 2 digits for the cent amount,

4. Fill out the delivery form and send as you would any other delivery. Once sent, the
payment amount cannot be changed. A sender may change the amount by deleting the
delivery and re-delivering the package and entering a new amount.

Note: If a recipient is removed from the recipient list, the payment by that
recipient will not be automatically refunded. If you, as the Sender, want to
refund a recipient’s payment, log on to the PayPal site and refund the payment
from there. If you do not have a PayPal account, contact your system
administrator or other user who has permission to access and process refunds
on PayPal. Be sure to remove the recipient from the distribution list by editing
delivery details to prevent the recipient from having continued access to the
delivery.

Receiving a Delivery with a Payment Requirement

If you receive a delivery that requires a payment, you will see the PayPal payment button Buy
Now (Figure 54).

Your Delivery

Delete this delivery

Click on the Buy Now button to pay and view the delivery details

Package name Your agreement is ready

To bb7508@yahoo.com
Subject Secure delivery of package: Your agreement is ready
From bho @biscom.com
Amount £10.00
Buy Now

|—= R = |

Privacy policy - Refund palicy

Figure 54: Delivery requiring payment via PayPal

1. Click the Buy Now Button. You will be directed to a window where you can either log
into your existing PayPal account or use a credit card to pay the sender. You will have
the opportunity to review the transaction before committing to the payment as you
normally would using PayPal, and can cancel the transaction at any time up to the point
where they commit to pay.
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Choose a way to pay

Log in to your PayPal account PayPal

Email address
alice@wonderland.com|

Password

LogIn

Prablem with login?

Pay with a credit or debit card VISA =

Qr simply create a PayPal account.

Figure 55: PayPal payment window

2. Once the payment requirement is satisfied, you will automatically be redirected back to
the delivery where you will be able to view the delivery and download files. SFT will
remember your payment status and the delivery can be reopened and files
redownloaded without payment.

Reports

As a sender of deliveries that require payment, you have access to reports on those
deliveries. You will see the report options when you view your reports. For more information
on accessing reports, see the Viewing Reports section beginning on p. 92.

|

Deliveries with Payment — by Delivery

Deliveries With Payment
; 7 .

Date + Delivery Amount Total recipients Collected
f06/2011 02:01 AM  Financial pac $10.00 1 00

2011 11:23 AM  Additicnal ents for your case $1,232.25

2011 11:02 AM  Secure del f package: Your agreement is rea... $10.00

e=ment is reacy $10.00 1 $0.00

07/05/2011 11:01 AM  Your agr:

Items 1 to4of4

Commented [MM6]: I dor
necessary. I think we can ju:
reports that are available an
Reports section. The reports

Deliveries with Payment — by Recipient

PayPal Monthly Report
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Home > Reports

PayPal Monthly Report
[ - ]

[Year . Month Number of deliveries Number of recipients Invoiced Received Difference|
2011 July 4 4 £1,262.25 $0.00 $1,262.25)
Total $1,262.25 $0.00  ($1,262.25)

Ttems 1 tolofl

PayPal Quarterly Report

PayPal Quarterly Report
[ - 1

[Year o Quarter Number of deliveries Number of recipients Invoiced Received
2011 Q3 4 4 $1,262.25 $0.00 25)
Total $1,262.25 $0.00 (%$1,262.25)
Items 1 tolofil

PayPal Senders Activity Summary

Drill-down for sender activity

Deliveries sent by bho@biscom.com
t - ]

Date ~ Delivery Number of recipients Total invoiced Paid _Difference]
07/06/2011 03:01 AM Financial package 1 $10.00 $0.00
07/05/2011 11:22 AM  Additional documents for your case 1 $1,232.25 §
07/05/2011 11:02 AM  Secure delivery of package: Your agresment is read... 1 s0.00
07/05/2011 10:58 AM  Your agresment is ready 1 $0.00 (5
Total 4 $1,262.25 $0.00 ($1,262.25)
Ttems 1 to4of4

PayPal Deliveries Activity Summary — Report Role only

PayPal Deliveries Activity Summary

[ R

07/08/2011 09:01 AM
07/05/2011 11:22 AM
07/05/2011 11:02 AM
07/05/2011 10:59 AM

1

Financial package

additional documents for your case
Secure delivery of package: Your agreement is read.

Your agreement is ready

Date + Delivery Number of recipients Invoiced Paid Difference

1 $10.00 s0.00 0)
1 $1,232.25 50.00 [
1 $10.00 $0.00
1 $10.00 $0.00

Items 1 todof4
Deliveries Payment User Activities
User activity (recipients)
[ - ]
st Last
Date + User Delivery viewed downloaded Invoiced Paid
| package $10.00 $0.00
07/05/2011 11:22 AM bb7508@yahoo.com Additional documents for your case $1,232.25 $0.00
ery of package: Your $10.00 $0.00
agreement is read...
07/05/2011 10:59 AM bho@biscom.com Your agreement is ready $10.00 $0.00
Ttems 1 todofd
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If for some reason a refund must be provided to a recipient, the PayPal account holder or an
authorized PayPal user must log into the PayPal account directly and

Other Information
Refunds

Refund are not processed through SFT. Refunds must be initiated through the PayPal web
interface by the PayPal account holder or an authorized PayPal user. If for some reason a
refund must be provided to a recipient, the PayPal account holder or an authorized PayPal
user must log into the PayPal account directly.

Additionally, as the sender you may want to edit the delivery and remove the recipient
requesting the refund; however, note that removal of a recipient does not automatically
refund the recipient.

Connection Issues

If an issue occurs while the recipient is trying to pay for the delivery, SFT will present the
recipient with a message box (Figure 56), which enables the recipient to notify the sender of
the problem. Default text is entered into the message text box, and recipients can add their
own message as well.

Could not connect to PayPal
An error occurred while connecting to the PayPal site

To bho@biscom. com
Subject PayPal payment problem

Secure message I clicked on "Buy Now" and was brought to this screen.

Biscom Delivery Server is having problems connecting to
the PayPal site and cannot accept payment for delivery
"Secure delivery of package: PP1" from recipient
"gkhorn@biscom. com”.

Error details:
Could not connect to PayPal site.

Submit | | Cancel

Figure 56: Could not connect to PayPal message
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Section 6: Secure Workspaces

If the feature has been enabled by your administrator and you have been assigned a Sender role, you
will see an icon and link to your secure workspaces on your homepage. A workspace is a secure area
in SFT where multiple users can upload and share files and messages with one another. Three types of
users with different permissions can be assigned to the workspace:

Manager — The manager is the creator of the workspace and can add other managers,
collaborators, and viewers. A manager can invite any user with a Sender role (including
external users) to be a collaborator.

Collaborator — Collaborators can upload and download files, leave comment or messages,
and view detailed transaction reports. A collaborator must be assigned the Sender role.

Viewer — A viewer can view but not upload files. A viewer can view comments, but cannot
make comments in a workspace nor does he have access to detailed reports or feeds. A
viewer must be assigned the Recipient role.

Creating Secure Workspaces

If you have the Sender role, you can create your own workspaces. To create a secure work
space, follow these steps:

ca
1. From your home page, click the Secure Workspaces & link or icon.

2. On the Secure Workspaces page (Figure 58) click the orange link.
The Create Workspace page appears (Figure 57).
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Home > Secure Workspaces

Create Workspace
Enter workspace information and upload your files

[ 1

Workspace name* ‘

Files
Add files... Delete

File name

Tags

Description

Additional Managers
Collaborators
Viewers

*Required fields

Save Cancel

Figure 57: Create Workspace page

3. Enter the following information:

Workspace name

Files

Tags

Description

Additional Managers

Collaborators

Viewers
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Viewing Secure Workspaces
ca
1. From the Home page, click the secure workspaces icon & or the Secure
Workspace link. The Secure Workspaces window (Figure 58) appears.

Home

Secure Workspaces Search
View and manage secure workspaces [ Hide workspaces created by others
[ ] Items 1 to 20f2
Workspace name . Tags Description Size Last modified

BDS Implementation Guide and Checklists &7 BDS 2.7MB 03/06/2012 04:22PM
Health Record of Jane Doe & 332.9KB 03/06/2012 04:04 PM

Ttems 1 to 20f2

Figure 58: View Secure Workspaces window

A summary of your workspaces and basic details are listed.
2. Use the search field to search workspaces by name, description, or tags.
3. To see a list workspaces created only by you, select the Hide workspaces created by
others checkbox and click the Search button.
Using Secure Workspaces
To view the details of individual workspaces and make modifications, follow these steps:

1. Click on the Workspace name of the workspace you want to view. A detailed
summary of the workspace is shown with, including a list of files, comments,
workspace details and a feed of workspace activity. If you are a collaborator, you
will also see an area where you can upload additional files to the workspace.
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_\Norkﬁpace: Health Proxy Info

ADO FLES

File o Size

Bp—. Workspace

Created  D3/D{2013 0140 PM by Ackrin

Lastupdated  D9/DE{2083 01154 PM by Adrin

WORKSPACE ALTIVITY
3 werh

- eckin: Workspace Weskh Preny Inf vewed by

Uplnad files

Figure 59: Workspace details

From this view, all users can perform the following actions:

View a file Click on the file name to view or save a file.
Download files Select which files you want to download and save,
and then click the Download button.
Create folders You can create folders for the workspace files by
clicking the New Folder button.
Workspace: Health Proxy Info
Enter the name for the folder and click Create.
Modify notification By default, notifications are sent to the registered
settings email addresses of workspace users when any of the
following activities occur:
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e New file uploaded

o File updated (replaced or renamed)
e Workspace comment added

e Workspace deleted

Other notifications that are disabled by default
include:

o File downloaded
o File deleted

o Other workspace changes (description, tags,
etc.)

e User added
o User deleted
e User removes self from workspace

To modify these settings and select which
notification, click the link
near the top of the page. Click the check boxes to
select or deselect which notifications you wish to
receive.

View comments

The comments section shows the last five comments
added to the workspace. Once more than five
comments have been added, you can click View
more to see all comments.

View Users Next to the Workspace Details heading, click the link
View users to see users of the workspace and their
privilege level.

Remove yourself from If you no longer wish to be a user of the workspace,

the workspace

click the View users link, and then click the link
Remove me from this workplace.

Users with collaborator privileges can perform the following actions:
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Add files

If you're a manager or collaborator, you can upload
files. Click Add files, select the files to add, and
then click Upload Files.

Note: If you upload a file with the same name as
that of an existing file in the workspace, the new
file will overwrite the previously uploaded file.

Note: If you do not have an Add files button,
then the workspace has been locked by a
manager.

Delete files

If you're a manager or collaborator, you can also
delete files. Click to select the files you want to
delete, and then click the Delete button.

Note: If you do not have a Delete button, then
the workspace has been locked by a manager.

Add a comment

To leave a comment or message to all collaborators
and viewers of the workspace, click in the text box
under Comments, type your message, and then click
Add.

View workspace activity

You will see a Workspace activity heading in the
bottom right corner. This is a feed of recent activity
related to the workspace. To view a detailed
transaction history of the workspace, click the View
all button. The Workspace activity page appears:

Workspace Activity: Health Record of Jane Doe

[ - ]

Date Transaction IP address  Client]

03f07/2012 11:46 AM  Collaborator srahman@biscom.com added to workspace Health 65.163.101.19 Web
Record of Jane Doe’ by mmephee@biscom. com.

03/07/2012 11:46 AM  Collaborator bho@biscom.com added to workspace Health Record of  65.163.101.19  Web
Jane Doe' by mmcphee@biscom.com.

03072012 11:24 AM  Document ‘03 wellness. gif downloaded (42751 of 42751 bytes) from  65.163.101.10 Web
workspace 'Health Record of Jane Doe' by mmcphee @biscom.com.

03f07/2012 11:23 AM  Document '03 wellness. gif downloaded (42751 of 42751 bytes) from  65.163.101.19  Web
workspace 'Health Record of Jane Doe’ by mmcphee@biscom. com.

03/07/2012 11:12 AM  Document Filing.doox’ downloaded (298113 of 298113 bytes) from 65.163.101.19 Web
workspace 'Health Record of Jane Doe' by mmcphee @biscom.com.

03072012 11:12 AM  Document ‘03 wellness. gif downloaded (42751 of 42751 bytes) from  65.163.101.19 Web
warkspace 'Health Record of Jane Doe' by mmcphee @biscom.com.

03f06/201204:04PM  Document ‘Filing.doox’' (298113 bytes) added to workspace ‘Health 65.163.101.19 Web
Record of Jane Doe’ by mmcphee@biscom.com

03/06/20120404PM  Document 03 wellness.gif (42751 bytes) added to workspace 65.163,101,19 Web
‘Health Record of Jane Doe' by mmcphee @biscom. com
03/08/201204:04PM  Viewer molie_mcphee@yahoo. com added to workspace Health 65.163.101.19 Web

Record of Jane Doe' by mmcphee @biscom.com.

03/06/201204:04PM  Collaborator maisiecooper @yahoo.com added to workspace Health  65.163.101.19 Web
Record of Jane Doe’ by mmcphee@biscom com.

Ttems 1 to100f10

Workspace Activity page
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Search workspace From the Workspace Activity page (above) click
activity the link. The search filters appear:

Date range: Hio i (Last days)
Search for:
Client:  All -

Detail Level:  MostDetail ~

Enter your search criteria, and then click Run
Report to see the filtered workspace activity.

Export workspace From the Workspace Activity page (above) click
activity the link, and then click Save.

Managing Secure Workspaces

If you are a manager of the workspace, you can perform the same actions as Viewers and
Collaborators. You also have additional workspace management privileges.

Lock a Workspace

h’o prevent Collaborators from adding or deleting files from the workspace, klick the link Commented [MM7]: What
above the list of files. You will be asked to confirm whether you want to lock the space. When still add or delete files? Wha
a workspace is locked, collaborators will not see either the Add files or Delete buttons. workspace—can other mana
To unlock the workspace, click the link. You will be prompted to confirm that you

want to unlock it.

Delete a Workspace

To delete an entire workspace, click the link above the list of files. You will be asked
to confirm the deletion of the workspace. Once you delete the workspace, there is no way to
recover the files.

Edit workspace Details

To modify workspace details, click the Edit info link next to the Workspace Details
heading. The Update Secure Workspace Information page appears (Figure 60).
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Name

Description

Tags
Auto delete date

Deletion reminder
date

Update Cancel

Home = Secure Workspaces= Workspace: Windows Installer Documentation

Update Secure Workspace Information
Edit your secure workspace information and click the Update button to save your changes

Windows Installer Documentation

03/06/2014 01:43 PM =
03/04/2014 01:43 PM =

Figure 60: The Update Secure Workspace Information page

Enter or modify the following information:

Name

If you want to change the name of the secure workspace,
enter a new name.

Description

Add an optional description of the purpose of the workspace.

Tags

An optional field to enter keywords or tags associated with the
workspace.

Auto delete date

The auto-delete date is a default date set by the system
administrator. By default, no user may change this deletion
schedule. However, if your system is configured to allow
specific managers to override the date, the Auto delete date
field will be editable. Enter a new auto-delete date or click the
calendar to select a new date. If you leave this field blank the
workspace will remain active indefinitely.

Deletion
reminder date

If you have permission to edit the deletion dates, you can
also modify the date on which a notification will be sent to all
workspace users reminding them of workspace deletion. If you
leave this field blank, no notification will be sent.

Be certain to click Update to save your changes.
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Manage Workspace Users

To manage workspaces users, the Edit users link next to the Workspace Details heading.
The Manage Workspace Users page appears (Figure 61).

Workspace name

Managers
Collaborators

Viewers

Update Back

Home = Secure Workspaces = Workspace: Windows Installer Documentation

Manage Workspace Users

View and update workspace users

Remove me from this workspace

Windows Installer Documentation

mmephee@biscom. com, wvandoorne@biscom.com

maisiecooper@yahoo.com, gkhorn@biscom.com

rr.ollie_rr.cp'nee@ya'noo . COm

Figure 61: Manage Workspace Users page

Enter or modify the following information:

Managers

Enter the e-mail addresses of any additional managers you
would like to add to the workspace.

To remove a manager, highlight the e-mail address and press
the delete key.

Collaborators

Enter the e-mail address of any additional collaborators you
would like to add to the workspace.

To remove a collaborator, highlight the e-mail address and
press the delete key.

Viewers

Enter the e-mail address of any additional viewers you would
like to add to the workspace.

To remove a viewer, highlight the e-mail address and press
the delete key.

Remove me from

All workspace users can choose to be removed from the

83




this workspace

workspace. If you are the only manager, however, you will not
be able to unsubscribe until you add another manager to the
workspace.

Be certain to click Update to save your changes.
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Section 7: Managing Contacts

Using Contacts

Each user can create a contacts list, which appears as a pop-up window containing

a list of selectable contacts. When delivering a package, a Sender can click on one

of the recipient labels (To, Cc, Bcc) and select recipients from his or her contact
list. When creating or editing a package, clicking the Owner and Sender labels will open a
popup window with a list of your contacts who are also registered users and who have the
Sender role assigned to them. Contacts who do not have the Sender role assigned to them
will not appear in the list of contacts when you click the Sender label. (See Senders on p.
29.)

Groups are also managed through Contacts. You can create, manage, and delete groups
through the Contacts interface. Groups can be used in both deliveries and packages. You can
deliver a package to one or more groups. You can also assign package owners and senders
through groups.

Viewing Contacts

To view contacts, click the Contacts link or icon in the application Home page (Figure 62).

Ej Contacts
Manage your private contacts

Figure 62: Contacts link

Your contacts will be listed in the Contacts list (Figure 63). Using the search field, you can
search for your contacts based on e-mail address, name, and company. Click one of the
column headings to sort the contacts. Clicking the same column heading again will reverse
the current sort order.

Contacts Search

L - - ]

W Name . Email address Company
bho@biscom.com bho@biscom.com
Crane, Frasier frasier@no-mercy-hospital.com Mo Mercy Hospital
Doolitte, John doolitte @no-mercy-hospital. com Mo Mercy Hospital
Eaton, Mar meaton @biscom. com Biscom
Kelso, Bob bkelso@no-mercy-hospital.com Mo Mercy Hospital
Kildare drildare @no-mercy-hospital.com Mo Mercy Hospital
McCay, Leonard Leonard.McCoy@no-mercy-hospital. com Mo Mercy Hospital
My doctors

Delete
Ttems 1 to8of8

Figure 63: Contacts list
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Creating a New Contact

1. Click the Add link at the top of your Contacts page to create a new contact.

2. Enter contact data on the Create New Contact page (Figure 64), which includes text
boxes for personal and business address information, phone numbers, and notes.

Create New Contact

Email address

Name First narne Middle narme  Last name
Nickname
Phone numbers [-] Home Work
Mobile Fax
Business [-] Carnpany
Jab titls
Strest
City State/Other  Zip/Postal code

Country/Region

web site

Home [-] Street
City State/Other Zip/Postal code
Country/Region
weh site

Note

Figure 64: Create New Contact page

3. Click the Add button to save the contact’s information to your contacts list.

Updating Contacts

1. From the Contacts list (Figure 63), click the contact name. The Update Contact page
appears (Figure 65).

2. Enter new information or change existing information and click the Update button to
save your changes.
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Update Contact
Enter contact information and click Update to save your changes
Email address tigervoods@qolfprosonly.com
Name First name Middle name  Last name
Tiger ‘Woods
Nickname Tigger
Phone numbers [+] Home Work
415-555-6989
Business [+] Company
‘WWoods Inc.
Home [+]
Note Taught him everything he knows!
Cpate

Figure 65: Update Contact page

Deleting Contacts

1. From the Contacts list (Figure 63), select the checkboxes next to each contact you wish

to delete and click the Delete button.

2. You will be prompted to confirm the deletion of the selected contacts (Figure 66).

Delete Contacts
Are you sure you want to delete the following contacts?

Name Email address

Eaton, Mark meaton@biscom.com

Ho, Bil bho@biscom. com

James, Jesse jiames@wildwest-cowboys.com
Ross, Betsy bross@revolutionarywarwomen, com

Company
Biscom

Figure 66: Delete Contacts confirmation

3. Click the Delete button to confirm the deletion.

Importing Contacts

You can import contacts from a CSV or XML file to facilitate entering large numbers of

contacts.

1. To import contacts, click the Import link near the top of the Contacts list (Figure

63).

2. On the Contact Import page (Figure 67), click the Browse button to locate the file

you want to import.
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Contact Import

Select an XML or tab delimited text file to continue

Upload file
[reat consecutive delimiters as one (for tab delimited files only)

Figure 67: Contact Import page

3. When importing a tab-delimited file, some users will insert additional tabs to visually
improve the format of the data. If the CSV file contains additional tabs for
formatting, select the checkbox Treat consecutive delimiters as one.

Note: This feature only works if all import fields contain text. If any field is not
entered (left empty), the import will fail. We recommend you do not insert extra
tabs in your import file. See Appendix A for information on the file formats.

4. Click the Import button to begin the import action.

Adding Contacts from a Delivery

When you create a new delivery, Biscom SFT will check to see if any recipients are not in your
contact list. If any new recipients are found, they will be listed in your Delivery confirmation
message (Figure 68).

Click the checkbox next to a contact to deselect it. Click the Add to Contacts button to add
the checked contacts your contacts list.

Delivery created!

The package was delivered successfully

The following recipients are not in your st of contacts -- would you lie to add them?

Email address First name Last name Company
jlane@biscom.com [ Jghn e
vpierce@biscom.com ik Pierce

Add to Contacts No, thanks

Figure 68: Adding contacts from a delivery
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Groups

Groups are simply a collection of e-mail addresses. Groups are defined by three things:

Members The affected users. When used to send deliveries,
members are the recipients.

Managers Users of the group who can make modifications to the
group and its members, managers, and shared users.
By default, the user creating a group is a manager.

Shared users Users who can use the group, but cannot modify the
group or its members.

Group members are unaware of roles associated with them; members can be any kind of
user. However, when a group is used in the context of delivering a package, only group
members who have the Recipient role assigned to them will be sent the delivery. Similarly, if
a group is used in the context of assigning package owners or senders, only members who
have the Sender role will have access to the package.

Creating a Group

1. To create a new group, go to the Contacts page and click the Add group link.
The Create New Group page appears (Figure 69).

Create New Group

Group name*
My doctors

Description

Members frasierfno-mercy-hospital.com, -
doolittle@no-mercy-hospital.com,
bkelsofno-mercy-hospital.com, dr— E
kildarefno-mercy-hospital.com,
Leonard.McCoy@no-mercy-hospital.com -

Managed by bkelso@no-mercy-hospital.com

Shared with Lecnard.McCoy@no-mercy-hospital.com

* Required fields

Cancel

Figure 69: Create New Group page

2. Enter a group name. The group name must be unique.

Note: Group names must be unique and cannot confiict with other
users’ group names.

3. Optionally enter a group description.
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4. Optionally enter the e-mail addresses of the members of the group, or click the
Members link and to the left of the text area and select users from your list of
contacts.

5. Optionally enter the e-mail addresses of other users who will be managers of
the group, or click the Managed by link to select users from your list of
contacts.

6. Optionally enter the e-mail addresses (separated by commas) of the users who
will be sharing the group, or click the Shared with link to select users from
your list of contacts..

Note: You cannot add other groups as members, managers, and
shared users — that is, nested groups are not allowed.

Editing an Existing Group

1. Group managers can modify existing groups in the Contacts page (Figure 63) by
clicking on the group name.

2. Any changes to a group are reflected immediately in all deliveries and packages
that the group is used in.

a. If you delete a member from a group, access to all deliveries sent to the
group and packages owned by the group are removed from the member’s
account.

b. If you add a member to a group that is a recipient of a delivery, the new
member will have access to all deliveries sent to the group, as well as any
packages owned by the group. New group members will not be notified of
new deliveries or packages they can now access.

Deleting a Group

1. From the Contacts page (Figure 63), select one or more groups using the
checkboxes and click the Delete button.

2. You will be asked to confirm the deletion of the selected groups. Press the
Delete button to confirm the deletion.

Note: You can only delete groups that you manage.

Sending a Delivery to a Group Commented [MM9]: This.
up...put in steps 1., 2., etc.

Using a group as a recipient of a delivery is useful for managing a large number of recipients,
or recipients that may change dynamically. For example, you might have a group called “My
doctors” that consists of all the physicians whose care you are under. After having a test
done, you'd like to send this information out to all of them. So, you create a package with the
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documents, and then create a delivery to "My doctors”. The package will be delivered to your
list of doctors.

Home > Manage Packages > Package: My medical histery

Delivering Package: My medical history

Entter recipients, delivery subject, and delivery parameters

To

Wy decrazd]
«

Bee

RN
Q00

Subject 5ocire elivery of package: My medical history

Seaure | Please, can one of vou doctors find .~ © | pateavailable e ]
o out what my problem is? I see purple Date expires -
polka dots everywhere I go. @

Password

Confirm
password

7] end an emai notification to the reciients
V]Require redpients to signin

Notify me when redpients delete this deivery

1Notify me when recpients access tis delivery
Nofication  you nave been sent a secure delivery. - ©
message @ Notify on first access anly
To access the delivery, click on the Notify on every access
following link or copy and paste the Emai addresses to notify
link into any browser.

bho@biscom.com

Cancel Preview notfication

Figure 70: Delivering to a group

Later, you add a new doctor for a new condition you have been diagnosed with, and you
would like to get the new person up to speed by providing all of your documentation. When
you add the doctor to your group, she immediately has access to all the packages you

delivered to the existing doctors. Similarly, removing a doctor from the group will remove that
doctor’s access to any deliveries sent to the group.

Groups and packages

Senders and Owners are associated with . Senders can deliver the package to recipients.

Owners of a package can make modifications to the package in addition to being able to
deliver packages.

Groups make assigning package senders and owners simple. For many packages, senders
and owners can be very dynamic, with changes happening frequently. If a new user is added

to an existing group, that user is given access to any packages that the group already owns
or can send.

Note: Because groups do not differentiate users and their roles, when assigning a
group to be a package sender or owner, only those group members who have the
Sender role will have access to the package. If a group contains members who only
have the Recipient role, none of those members will have access to the package;
however, the group will still be shown as one of the package senders or owners.
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Section 8: Viewing Reports

‘; Biscom SFT records the transactions that occur in the application and can generate

! reports on Deliveries activity, Package activity, User activity, and System information.
The reports available to you depend on the roles you have been assigned. For

example, users with the Sender role will be able to view reports on packages and deliveries.

Administrators will be able to view additional reports on user activity. Report readers will be

able to see high level system information.

Role Reports Available Description

Sender Deliveries activity List of your deliveries sorted
by delivery access date and
PayPal payment
requirement.

Packages activity List of packages for which
you are a sender or owner.

Report System report Summary information for
usage covering a date
range. This includes reports
on users, deliveries,
packages, and files.

User administrator Users activity List of all registered users,
whether active, disabled, or
with pending registration.
Includes deleted users.

System administrator | Pending Deliveries List of deliveries that are
and Super user report pending. This may include
any deliveries created while
the delivery process is
stopped, or deliveries
created with an availability
date in the future.

System activity report Listing of all transactions
occurring in the system.

To view reports, click the View Reports link or icon from the home page. You will see all
available reports based on your roles. Reports for Senders and Reporters are described here.
Administrator reports are described in the Administrator’s Guide.

Most reports offer filtering capability to show specific date ranges and search terms, and can
be exported to CSV format.
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Deliveries Activity

This report is available to users assigned the Sender role.

1.

The Deliveries Activity page (Figure 71) displays your deliveries sorted by delivery
access date in reverse chronological order. By default, deleted deliveries are not
displayed. Click the Show reports for deleted deliveries link to view deleted
deliveries. Deliveries can be filtered by date, and are

searchable

Home = Reports

Deliveries Activity
[ - ]

Date range: rﬁm Eﬂ(Last days )
Search for:

[include deleted items

Date + Recipients Delivery Package Status
07/20/2010 11:43 AM bho@biscom,com, Estate documents Estate documents Ig
mollie_mecphee @yahoa.com
07/19/2010 10:43 AM bho@biscom.com, Secure delivery of package:  Marketing Photos E
distractedhausfrau@yahoo.com, ... Marketing Photos
/2010 10:13 AM molie_mcphee @yahoo.com My Medical Documents My Medical Documents B
10 0%:31 AM cmagliato @hiscom, com RE: 805 for Manage press  RE: 8DS for iManage B
release press release
Ttems |1 todof4

Figure 71: Deliveries Activity page

Note: You can click the View delivery icon g/'n the last column to go to
the delivery view page. Deleted deliveries are not editable and the view
icon will not appear.

Click a delivery name to view the detailed delivery transactions sorted by date (Figure

72). The delivery report is exportable to CSV, is searchable, and can be filtered by
date. Click the Export to CSV file link to export the list of deliveries.
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Heme > Reports > Deliveries Activity

Delivery Activity: Confidential Medical Records
i - 1

Date range: Ay B8 (Lest

Search for:
Client: | All 4

Detail Level: | Most Detail v

Activity

mmcphee @biscom.com.

mmcphee @hiscom.com.
07/24/2010 04 15PM  Delivery ‘Confidential Medical Records' created for package C;

days)

/201001:15PM  Notification for deivery Confidentil Medical Records' sent to bho@biscom.com.
1D0L:15PM  Notification for delivery ‘Confidential Medical Records' sent to molie_mephee@yahoo.com.
07/24/2010 01 15PM  Recipient bho @biscom.com added to delivery ‘Confidential Medical Records' by mmephee @biscom. com.

07/21/201001:15PM  Recpient malie_mephes@yahoo com added to delivery ‘Confidental Medical Records’ by mmephee @biscam.com.
07/21/10100%:15PM  Deivery field Secure Message’ set to For patient Ima Trout, medical record no, 10000123 n delivery "Confidentisl Medical Records’ by

07/21/201001:15PM  Delfvery field 'Message'set to 'Here are the Medical records you requested. Cal if any questions. in delivery 'Confidential Medical Records' by

07/21/201001:15PM  Document 'EKG mpeg’ (2090848 bytes) added to package 'C

by

07/24/2010 04:15PM  Document medicalrecords,pdf (1323005 bytes) added to package '

07/21/201001:15 P Document ‘ranscription-recording.mp3' (63 14208 bytes) added to package ‘Confidental Medical Records' by mmephee@biscom.com

07/21/201003: 15 Document MRLjog' (68 14208 bytes) added to package ‘Confidential Medical Records by mmcphee@biscom. com

Resords'by

07/21/201001:15PM  Package Confidential Medical Recorde’ reated by mmcphee @biscom. com,

1P address

651631011

65.163.101.18

65.163.101.19

65.163.101,18

651631011

€5.163.101.12

65.163.101.19

65.163.101,18

651631011

Ciient
vieh

vieh

Qutloak 2007
Addn
Outlook 2007
Outlook 2007
Addn
Outlook 2007
Qutloak 2007
Outlook 2007
Outiook 2007
Addn
Outlook 2007
Qutloak 2007

Outlook 2007

to120f12

Figure 72: Delivery Activity report

3. To filter by the client (e.g. Web, Outlook, etc.), select the appropriate value from the

drop-down list.

4. You can change the level of detail by selecting one of the five detail levels in a drop-

down list. From least detail to most detail, the levels are:

e  Critical

e Major
e Standard
e  Detail

e  Most Detail

Critical and Major levels will only display the most significant transactions (if any). Detail
and Most Detail will display more transactions. Most Detail is the default level for delivery

activity.

p. 72.

[Note: For information on reports on deliveries requiring PayPal payment, see[

Packages Activity

This report is available to users assigned the Sender role.
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1. The Packages Activity list (Figure 73) displays the packages that you own. By default,
deleted packages are not displayed. Click the Show reports for deleted packages link
to view deleted packages.

Packages Activity
[ ]

Date range: i EEf (Last days)

Search for:

Package name Label Description Last delivered Last modified »  Status

This is for NetScout 10/31/2008 04:41PM 10/31/2008 04:41PM B

Important financial 03/10/2008 05:47PM 03/10/2008 05:47 PM B

documents

EDS demo 12/20/2007 05:25 PM 03/06/2008 08:56 AM B

Dr. Jones' transcripts for 04/24/2007 10:54 AM 12/19/2007 12:18 PM B

4/24/07 - Ready to...

Sales Report Monthly Sale This is a report that's updated  10/14/2005 02:23 PM =1
Report on the first of each month.

October sales report Octobers #s Annual october report 06/28/2007 02:08 PM =1

Ttems 1 to6of6

Figure 73: Packages Activity list

2. Click the edit icon to update the package immediately. Deleted packages are not editable
and the edit icon will not appear.

3. Click a package name to view the detailed package transactions. You will see the
Package Activity report with the transactions sorted by transaction date (Figure 74).
Package activity can also be filtered by date.

Package Activity
t 1

Date range: By EHf (Last days)
Search for:

Detail Level:  Detail -

Date Transaction

11/18/2008 08:41 AM  Document FAXCOM in Pharmaceutical. pdf downloaded (185738 of 185738 bytes) through delivery 'Secure
delivery of package: October sales report’ by bho@biscom.com.

11/18/2008 08:41 AM  Document FAXCOM in Healthcare - White Paper.pdf downloaded (171595 of 171595 bytes) through delivery
*Secure delivery of package: October sales report by bho@biscom. com.

06/28/200702:08PM  Delivery 'Secure defivery of package: October sales report’ created for package 'October sales report’ by
bho@biscom. com.

12/08/200501:49PM  Delivery 'secure documents’ created by bho @biscom. com.
12/08/2005 01:47PM  Delivery 'Some impartant documents’ created by bho @biscom. com.
10/28/2005 02:28PM  Delivery ‘october report created by mtowler @biscom. com.

Ttems 1 to60of6

Figure 74: Package Activity report
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System report

System report is available to users assigned the Report role. The System report displays high
level and summary information.

System Report

From 17262007 (o 120032007 i [go]
Quick report: show last 7 days

User

+ 6 user(s) signed in 61 times
* 4 user(s) created 22 deliveries
Package
* 4 user(s) created 20 packages
Delivery
+ 4 user(s) sent 22 deliveries to 31 recipients
# 7 deliveries viewed 7 times
File
# 9 files downloaded 14 times by 5 user(s) (258.1 MB total)
* 19 files uploaded by 4 user(s) (84.5 MB total)

Figure 75: System report

The report shows the last seven days of activity by default. Enter the date range to report on,
or click on one of the quick report links to show activity in the last 7, 30, or 90 days. All report
data is shown for the selected date range.

High-level information is supplied in the text under each section for User, Package, Delivery,
and File. Click the +/- button or the text to expand or shrink the underlying report.

User Lists OF users who have signed in, sorted by the number of sign-ins.

List of users and the number of deliveries they have created.

Package | List of packages created, who created them, and when.

Delivery | List of deliveries created, underlying packages for the deliveries, who
sent the delivery, and when they were sent.

List of deliveries and how many times they were viewed by recipients.

Files List and number of times files were downloaded from which deliveries,
and file size.

List of files uploaded into packages, who uploaded the files, and file
sizes.
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Section 9: Microsoft Outlook Add-in (Optional)

Microsoft Outlook Add-in

Outlook 2003, 2007 and 2010 users can take advantage of Biscom SFT and send
% large files or secure documents as easily as sending an e-mail. Your administrator

may have created policies that re-route your Outlook e-mail messages through SFT
based on the size of your attachments, or based on certain keywords entered on the subject

line. You may also force a message to be sent securely through SFT.

Because of the seamless integration with Outlook, sending a secure delivery also leverages
your existing contacts, as well as supports drag-and-drop capabilities to attach files.

If you are uncertain whether your Outlook has the capability to send secure message, contact
your administrator.

Creating and Sending a Secure Delivery

To send a secure delivery via Microsoft Outlook, follow these steps:
1. Click the New Secure Message (Figure 76) button next to the New button in your
Outlook toolbar.
[~ Inbox - Microsoft Outlook

File  Edit Yiew Go Tools Actions Conferencing Help

2 Hew I‘-lewSecure Message ._‘:,J'H A5 —4a Reply _é‘ Reply to All (g} Forward

+

Figure 76: New Secure Message button

You can also open a standard Outlook message and then specify sending it via SFT
during the composition of the message by selecting Yes in the SFT drop-down menu
in your message toolbar (Figure 77).

= Confidential Financial Documents - Message (HTML)

A B
o) =
— | Message | Inset  Options  Format Text 7]
= oo = ﬁﬁﬁ aE | 0 e == ‘v @ Send via BDS
| Calibri (Bo v |11 A A 7| 7 & v h — -

Address Check Follow | | Spelling|| Attach
Book Names B v | 8 - File | Options
i Names Indlude Options | Proofing BDS

Paste B 7 U|¥-A-
o u F-3

Clipboard ™ Basic Text

Figure 77: SFT tools in Outlook toolbar
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Compose your message: add recipients, enter a subject for the message, and enter any
content into the message field (Figure 78).

o) 9 O = Confidential Financial Documents - Message (HTML) _a %
> -
- Message Insert Options Format Text @
z " | calibripo~ |11~ | AT A7|[3E SSH &(‘;J 0 = v = v @ Send via BDS

B H Yes -

Paste

by A -
4 BT A

Address Check Follow Speliing || Attach
Book Names & | up- | B B File | Options
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Brian,

Wallace, Brizn

Ho, Bil;

s

Here are the financial documents you asked for. If you need it, my SSI number is 123-45-6788.

Thanks,
Belinda

Figure 78: Creating a new Outlook Secure Delivery

Note: The contents of the message field will become part of the delivery’s
notification message. If you want to send a secure message, click the
Options button in the SFT tools (Figure 77) to display a secure message
form. Your administrator may have configured the Option button to open a
form for a notification message. In that case, the message in the body of
the Outlook mail message is the secure message. For more information on
secure messages and notification messages, see p. 46.

Attach files to the secure message as you would for any Outlook message - this includes
simply dragging and dropping files from your desktop or network file server into the
message, or using Outlook’s attach file function.

For very large files, the standard attachment methods may not work. In these cases, you
can use the SFT tools Attach File button in the Message toolbar (Figure 77). Using this

method does not make a copy of the file but rather sets a pointer to the file location and
the file is uploaded directly from the location on the file system.

Select your SFT Options:

e If you created your message by using the SFT New Secure Message button in
the tool bar, the default “Send via SFT” option is Yes. If you change your mind
about sending the message as a secure delivery after you've composed it, you
can change the SFT option to No in the drop-down options list in the SFT tools
(Figure 77).

Note: The No option may not be available to all users — your SFT
system may not be configured for this feature.
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e If you created your message by opening an Outlook new message (and not by
clicking the New Secure Message button), the default send option for SFT is
Use Policy. If the message contains content or files that match the policies
created by your administrator, the message will be rerouted through SFT
automatically. Otherwise, the message will be sent through the normal mail
server as a regular, unsecure e-mail. You can manually override the delivery
setting to still send that delivery through SFT by selecting Yes.

e To override default behavior, you can change the Use SFT setting in the options
toolbar to one of the following values:

o Use Policy: The policies on the server are used, including file size
limits and keywords, to determine whether to send the message
through SFT.

o Yes: The policies on the server are overridden, and the message will
always be sent through SFT.

o No: If this option is available to you, the policies on the server are
overridden, and the message will not be sent through SFT.

e  Click the Options button in the SFT tools (Figure 77 on p. 97) to add a secure
message that the recipient can access only through the SFT server. The
password fields are for adding an option password to be associated with the
delivery. It is not recommended that you send the password via e-mail or
through the notification message.

Note: Your administrator may have configured the Option button
to open a form for a notification message. In that case, the
message in the body of the Outlook mail message is the secure
message.

8. Click the Send button to send your message.

Viewing Sent Deliveries in Outlook

1. If your message was sent through SFT, you will see a new message in your Sent
Items folder with the SFT icon [t%=], This will contain information about the delivery and
include any file attachments that went through the Outlook Exchange server. (Figure
65)
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Confidential Financial Documents
McPhee, Mollie

Wed 7/21/2010 11:10 AM
‘bds-outiook @biscom.com’

=] Message | @_]chal'itable-c-:mtlibuti-:ms-»\:‘-:urksheet.xls 473 KB} (A}

@ This message uses Biscom Delivery Server

To: BWallace@Biscom.com
CC: BHo@Biscom.com

Subject: Confidential Financial Documsnts
@ Notification Message:

(Test Message) Brian, Here are the financial documents you asked for. If vou need it, my SSI1
numberis 123-45-6789. Thanks, Belinda

@ Secure Message:

@) Attachment(s):

1. charitable-contributions-worksheet.xls (46527 KE)
2. brokerage-statement-2009.pdf (5.27 B -

®

Figure 79: Sent Items view of message sent via SFT.

A.

mmoonw

Copies of attachments sent as a part this delivery. If not all attachments are
shown, see F below.

Notice that this message has attachments sent via SFT.
Copy of the notification message sent with this delivery.
Copy of the secure message sent with this delivery.

List of attachments sent with this delivery.

Your Outlook Exchange server may have restrictions on the size of any
attachments it retains. If the file size exceeds the maximum size for Outlook,
the attachment will still be accessible via the SFT Web application.

Note: The above figure does not represent the message the
recipient receives. The recipient receives a standard notification e-
mail message with a link (see Figure 43 on p. 60).

You will see a sent message in your inbox (such as that in Figure 79) immediately

after clicking Send; however, the delivery may not have necessarily gone through the
SFT server yet. To view the upload progress, click the Tools menu in Outlook and
select SFT Uploads. The SFT uploads in progress window appears, showing the
current progress of any SFT deliveries sent through Outlook (Figure 80).
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Subject Status Size Completed Speed Progress
Confidential Medical Records | Uploadingfies | 1711ME | 1181ME | 12519 KBJeec | 6% | Detais

Canced all uploads Close.

Figure 80: SFT uploads in progress window

Note: The Outlook Add-in does not support replies, forwarding, or
resending of secure messages. To edit, resend, or delete a delivery created
through Outlook, sign in to the SFT Web application and view your Sent
deliveries. From Sent deliveries, you can edit recipients, content, files, and
delivery options.
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Section 10: Support and Troubleshooting

Frequently Asked Questions

Q.
A.

What's the difference between a package and a delivery?

A package is the collection of files and documents securely stored on the SFT server. The
delivery of a package is the specifying of who has access to that package and when. You
can have one package delivered in many different ways and to many different recipients,
depending on the parameters you set up when you create the delivery (see Creating a
New Delivery, p. 44).

What's the difference between an Express Delivery and a Standard Delivery?

Express Deliveries are useful when a sender wants to send a package to recipients one time
and does not foresee sending those files to more recipients at a later time. In this case, the
package metadata is set to default values, and the sender can create the delivery and
attach files in one step. If a sender has a package that he wants to send out repeatedly, or
create multiple deliveries with different recipient lists or delivery parameters, a standard
delivery would be a better method.

What is the difference between the Secure Message and Notification Message?

When you enter text into the Notification Message, it is attached to the body of the e-mail
sent to all recipients if you choose to send a notification message. Any text you enter into
the Secure Message text box can only be viewed by recipients once they successfully sign
in to the system and open your delivery.

Why can't I see all the icons or functionality that are shown in the figures in this
User Guide?

The icons (or functionality) that users see are based on the roles that you have been
assigned. If you have questions about your roles or would like to have additional
functionality, contact your Biscom SFT administrator.

When I click on an e-mail notification delivery link, I can't view the package
anymore.

Most likely, the sender of the delivery has deleted the delivery or removed you from the list
of recipients. Another possibility is that the delivery has expired. In any of the above cases,
you will no longer have access to the package and will no longer see the delivery in your
list of deliveries when logged onto the system.
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Can administrators view the contents of my packages or deliveries?

No, administrators cannot view the packages or deliveries of other users, unless the
administrator is also the owner of a package or a recipient of the same delivery.

I was in the middle of creating a delivery and stepped away from my computer.
When I got back and tried to finish my delivery, I was signed out. What
happened?

When you sign into Biscom SFT, the application will “time out” in approximately 15 minutes
if you have not been actively using it, unless the default timeout has been changed to a
different setting. Consult your administrator about this setting if you have any questions.

What's the difference between a Sender and a Limited Sender?

A sender, sometimes called a full sender, is a licensed user who has the ability to create
packages and deliveries, view reports on the deliveries, and has access to additional
features, such as the Outlook add-in, the desktop client, and the applet for uploading and
downloading files.

A limited sender can create and send deliveries, but has several restrictions: limited senders
cannot view reports on deliveries, edit an existing delivery, and does not have access to the
additional clients and features. Limited senders can only upload three files per delivery, and
files cannot exceed 100MB in size. Recipients of limited sender deliveries cannot securely
reply. The capabilities of a limited sender are governed by the administrator who can
provide or exclude certain delivery features, such as the ability to freely enter a recipient,
the number and size of files that can be uploaded, and whether to allow limited senders to
enter a subject and message in the delivery.

When I create a new user as a Sender, or import users with the Sender role
specified, they do not have the sender role assigned. What’s happening?

You may have a system that has a restriction on the total number of Senders allowed on
the system at once. Once the number of Senders has reached the maximum allowed, no
new users will be allowed to have the Sender role assigned. Users added through the
import facility will be created, but they will not have the Sender role assigned. You may
remove the Sender role from one user and reassign it to another user on the system, as
long as the total number of Senders does not exceed the maximum allowed.

I have the Outlook Add-in installed on my computer, but none of my messages
seem to be going out.
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There may be multiple issues here. First, check with your administrator that your server
supports the Outlook Add-in (this is an optional module). Also, have your administrator
check your SFT user and make sure that your user is allowed to use the Outlook Add-in.
Finally, in your Outlook client, open the menu Tools > Options and select the Biscom SFT
Outlook Add-in tab. Ensure the e-mail address and your user name and password are set
correctly.
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Appendix A: User and Contact Import File Formats

Import Formats

Users can import contacts using an XML file or a tab delimited text file. Administrators can
import users into the system using an XML file or tab delimited text file. The user and contact
import formats are similar, but user import data contains information that is not contained in
the contact import data, and vice versa.

User Import

Tab Separated User Import File Format:
The file should have the following format:

Import Field Notes Example
firstname John
middlename J.
lastname Smith
displayname Replaces the e-mail John Smith

address when displaying
the username if this field is

populated.
e-mail Required field jsmith@bigcompany.com
password If a password is entered, bosco

the default password
specified in the import
page will be used.

roles Possible values: RECIPIENT+SENDER+ADMIN

RECIPIENT, SENDER,
REPORT, ADMIN

If more than one is
specified, separate them
with a + sign. Values must

be capitalized.
outlook This is only valid for users true
with the Sender role
assigned
company BigCompany, Inc.
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mailto:jsmith@bigcompany.com

jobtitle

Director of Cheese

workphone 617-555-2302
workmobile 617-555-6432
workfax 617-555-1232
workotherphone 617-555-0201
workaddress1 123 Main St.
workaddress2 Suite 200
workcity Boston
workstate MA
workzipcode 02110
workcountry USA
homephone 617-555-0392
Notes:

The list above shows the import fields listed vertically — however, the import file should
have the fields listed horizontally.

The import file should contain the import fields as the first row, separated by tabs.

Enter data in subsequent rows under each field. If you are not specifying a particular
field, enter a tab.

If you want to align the text under the column headings, you can insert multiple tabs
between the import data. However, you must select the checkbox when importing to
condense multiple tabs into one tab.

The columns can be arranged in any order.

The roles assigned to a user are separated by a plus (“+") sign with no spaces between
the role and the plus sign. The four roles above are the only roles accepted.

The e-mail field is the only required field. If you do not enter values for the other fields,
you must still enter a “tab” between the fields. This is especially important if you do not
enter values for intermediate columns but you enter values for subsequent columns.
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XML User Import File Format:
The XML file should have the following format:

<?xml version="1.0"?>

<contacts>

<person>

<name>
<first></first>
<middle></middle>
<last></last>
<display></display>
</name>
<e-mail></e-mail>
<password></password>
<roles>
<role></role>
</roles>
<outlook></outlook>
<work>
<company></company>
<jobtitle></jobtitle>
<phone></phone>
<mobile></mobile>
<fax></fax>
<otherphone></otherphone>
<address>
<streetl></streetl>
<street2></street2>
<city></city>
<state></state>
<zipcode></zipcode>
<country></country>
</address>
</work>
<home>
<phone></phone>

</home>

</person>

</contacts>
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Notes:
- Child elements of a tag may be entered in any order

- Certain characters must be escaped:

a. & -> &amp;

b. < -> &lt;

c. > -> &gt;

d -> &apos;

e " -> &quot;
Contact Import

These contacts are personal contacts and do not affect or pre-register users into the Biscom
SFT. Only administrators can create users (see above) by using an import file.

Tab Separated Contact Import File Format:
The file should have the following format:

Import Field Notes Example
firstname Laura
middlename W.
lastname Parker
nickname Laura
e-mail laura.parker@smallinsuranceco.com
e-maill alternate e-mail  lauraathome@gmail.com
1
e-mail2 alternate e-mail
2
company Small Insurance Company
jobtitle Sales Associate
workphone 415-555-1023
workmobile 415-555-9823
workfax 415-555-6549
workpager 415-555-6544
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workotherphone 415-555-2312

workwebsite www.smallinsuranceco.com
workaddress1 882 Technology Drive
workaddress2 Rm. 322

workcity San Francisco

workstate CA

workzipcode 94109

workcountry USA

birthdate 01/08/1980

homephone 415-555-2031
homewebsite

homeaddress1 230 Battery St.
homeaddress2 Apt. 209

homecity San Francisco

homestate CA

homezipcode 94105

homecountry USA

notes Sold me insurance for my pet iguana
category Business

Notes:

- The list above shows the import fields listed vertically — however, the import file should
have the fields listed horizontally.

- The import file should contain the import fields as the first row, separated by tabs.

- Enter data in subsequent rows under each field. If you are not specifying a particular
field, enter a tab.

- At least one of the following fields must be entered for each contact:
a. First name

b. Last name
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c. Nickname

d. E-mail address

XML File Format:

The XML file should have the following format:

<?xml version="1.0"?>

<contacts>
<person>

<name>

<first></first>
<middle></middle>
<last></last>
<nick></nick>

</name>

<e-mail
<e-mail
<e-mail

<work>

type="primary"></e-mail>
type="altl"></e-mail>
type="alt2"></e-mail>

<company></company>
<jobtitle></jobtitle>
<phone></phone>
<mobile></mobile>
<fax></fax>
<pager></pager>
<otherphone></otherphone>
<website></website>
<address>
<streetl></streetl>
<street2></street2>
<city></city>
<state></state>
<zipcode></zipcode>
<country></country>
</address>

</work>

<home>

<birthdate></birthdate>
<phone></phone>
<website></website>
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<address>

<streetl></streetl>
<street2></street2>
<city></city>
<state></state>
<zipcode></zipcode>

<country></country>

</address>

</home>

<notes></notes>

<category></category>

</person>

</contacts>

Notes:

Child elements of a tag may be entered in any order

Certain characters must be escaped:

a.

b.

o

&

<

&amp;
&1t;
&gt;
&apos;

&quot;
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